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EVALUATING SANCTIONS ENFORCEMENT AND
POLICY OPTIONS ON NORTH KOREA: AD-
MINISTRATION PERSPECTIVES

THURSDAY, SEPTEMBER 28, 2017

U.S. SENATE,
COMMITTEE ON BANKING, HOUSING, AND URBAN AFFAIRS,
Washington, DC.

The Committee met at 9:30 a.m. in room SD-538, Dirksen Sen-
ate Office Building, Hon. Mike Crapo, Chairman of the Committee,
presiding.

OPENING STATEMENT OF CHAIRMAN MIKE CRAPO

Chairman CRAPO. Good morning. This hearing will come to
order.

Today we are going to proceed a little differently than usual. One
of our witnesses, Ms. Thornton, needs to leave by 10:30 in order
to join Secretary Tillerson on a trip to China, and we have a vote
at 10:30. In order to allow more Senators time to ask their ques-
tions, Senator Brown and I have agreed to submit our opening
statements for the record, and we have also asked each of our wit-
nesses to shorten their opening statements to just a couple of min-
utes each so that we can get right to the questions. Obviously, I
am also going to ask the Senators to be very careful to follow the
5-minute allocation for their questioning.

Chairman CRrAPO. First, we will receive testimony from the Hon-
orable Sigal Mandelker, the Under Secretary of Treasury for Ter-
rorism and Financial Crimes. And following her, we will hear testi-
mony from Ms. Susan Thornton, Acting Assistant Secretary of
State for East Asian and Pacific Affairs. And without anything fur-
ther, let us proceed.

Under Secretary Mandelker, please proceed.

STATEMENT OF SIGAL MANDELKER, UNDER SECRETARY FOR
TERRORISM AND FINANCIAL INTELLIGENCE, DEPARTMENT
OF THE TREASURY

Ms. MANDELKER. Thank you. Chairman Crapo, distinguished
Members of the Committee, I am honored to appear before you to
discuss the Treasury Department’s strategy to combat the provoca-
tive, destabilizing, and repressive actions of North Korea.

This Administration is applying maximum economic and diplo-
matic pressure to counter this threat. Treasury’s tools, as you
know, are central to this campaign and have become among this
Administration’s top nonkinetic tools of choice. Today I will share
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with you aspects of our strategy which we are executing at a rapid
pace.

We are focused on attacking North Korea’s key financial
vulnerabilities:

First, any revenue that North Korea generates can be used to
support, directly or indirectly, its weapons development programs,
and so a key part of our strategy is to suffocate North Korea finan-
cially by targeting the regime’s most profitable industries, includ-
ing coal, labor, and the sale of weapons and other goods. We have
designated dozens of individuals and entities that support these
lines of business and are also focused on the shipping networks
that enable them.

Second, the regime needs to move funds through the inter-
national financial system in order to acquire foreign currency,
transfer funds, and pay for goods. And so we are intent on stopping
this and on thwarting their ongoing efforts to evade sanctions
through front companies and other deceptive means. Last week,
the President issued a new Executive order that gives us greater
ability and leverage to target foreign banks that support the Kim
regime. On Tuesday, we took action on North Korean banks and
designated financial facilitators across the globe.

In my first week on the job, we acted for the first time in over
a decade against a non-North Korean bank, China-based Bank of
Dandong, for facilitating North Korean financial activity through
the U.S. financial system. Banks worldwide should take note. Of
course, close collaboration with our international partners is crit-
icla%o, and we are working very actively with partners around the
globe.

Time is not on our side. We have an incredibly dedicated team
at Treasury working around the clock on this urgent problem. Our
success in curtailing North Korea’s revenue streams and severing
its access to financial systems is essential to a peaceful resolution
of this growing crisis.

I look forward to working closely with this Committee and other
Members of Congress as we seek to fulfill our shared responsibility
to keep America safe.

Chairman CraPO. Thank you.

Ms. Thornton.

STATEMENT OF SUSAN A. THORNTON, ACTING ASSISTANT
SECRETARY, BUREAU OF EAST ASIAN AND PACIFIC AF-
FAIRS, DEPARTMENT OF STATE

Ms. THORNTON. Thank you very much, Chairman Crapo and dis-
tinguished Members of the Committee, for the opportunity to ap-
pear before you today to discuss the ever increasing threat that
North Korea poses, and I will just make a very brief statement.

Today we face a North Korea that has demonstrated an unwav-
ering determination to achieve an intercontinental ballistic missile
capable of delivering a nuclear payload to our homeland. And in
the face of this escalating threat, we have the ability to defend our-
selves and our allies from any attack, as the President and Sec-
retary of Defense Mattis have made clear. But we also have a clear
and aggressive strategy to counter this threat and bring about a
diplomatic resolution employing all available levers of economic
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and diplomatic pressure on North Korea in order to change the
Kim regime’s strategic calculus.

Our diplomatic pressure campaign is aimed at bringing the
DPRK back to the negotiating table where we hope to achieve an
agreement on the denuclearization of North Korea, and we recog-
nize that the success of this pressure strategy will depend on heavy
cooperation from our international partners, especially Beijing. We
are working closely with China to execute this strategy and are
clear-eyed in viewing the progress growing, if uneven, that China
has made on this front. Our task now is to hold China and others
to these internationally binding obligations and to convince China’s
leaders to more fully exert their decisive leverage over North
Korea.

We do not seek an accelerated reunification of Korea nor an ex-
cuse to garrison troops north of the DMZ. What we seek is a peace-
ful denuclearization of the Korean peninsula and a North Korea
that stops belligerent actions and does not threaten the United
States and our allies.

We appreciate the strong interest in this issue from Congress,
and we look forward to continuing our cooperation.

Thank you for inviting me to testify today. I am pleased to an-
swer any questions you may have.

Chairman CrRAPO. Thank you, Ms. Thornton, and I will begin
with you. Executive Order 13810, like other authorities before it,
empowers Treasury to go after—excuse me, I should probably ask
both of you this question—empowers Treasury to go after North
Korean facilitators and evaders. Press reports suggest the United
Nations was not able to pass stronger sanctions because of the ob-
jections of China and Russia.

In your opinion, what must be done to put a hard stop on those
who continue to choose to enrich the Kim regime by facilitating il-
licit transactions with North Korea? Are secondary financial and
trade sanctions the answer?

Do you want to go ahead, Ms. Mandelker?

Ms. MANDELKER. Sure. Mr. Chairman, thank you for that ques-
tion. As you know, we have the ability now in the Executive order
to impose secondary sanctions against financial institutions, and
we take that new authority very seriously. We believe that the
UNSCRs, while they were the strongest measures that have ever
been passed by the United Nations, they represent the floor and
not the ceiling. And so we have to constantly take additional meas-
ures to make sure that they are implemented with full force and
that we are holding all countries accountable to cut off any revenue
stream that is going to North Korea. And we are doing that and
will continue to do so.

Chairman CraPO. Thank you.

Ms. Thornton, do you want to add anything to that?

Ms. THORNTON. Sure. Thank you. I think what I would say is
that we are looking very hard now at implementation. The
UNSCRs we have passed have covered a lot of North Korea’s ex-
port hard-currency-earning trade, and what we are doing now is
working very hard to implement—the new Executive order gives us
a much greater tool to go ahead and work on implementing and
trying to ferret out these illicit underground networks that North



4

Korea uses that have been much of the lifeblood of their prolifera-
tion networks. And so I think implementation is key. We are work-
ing with international partners, as the Under Secretary mentioned,
and I think continuing a full-court press with those international
partners on implementation is going to be the key to really upping
the pressure on the Kim regime.

Chairman CRAPO. And just quickly, Ms. Thornton, how successful
do you believe we can be in getting that international cooperation?

Ms. THORNTON. Well, what I would tell you is that we have been
raising this issue with every single international partner that we
have been meeting with, and we have had international partners
coming to us and volunteering their own national measures that go
beyond the U.N. Security Council resolutions. So what I have
seen—and I saw also up at the high-level week at the U.N. in New
York last week—is that all countries have been—are seized with
this matter. They are looking actively at what more they can do to
choke off illicit trade and other kinds of diplomatic presence and
labor presence in their countries. So I think we will keep up that
pressure, and we need to keep it up. We need to keep a unified
international coalition on this. But having countries and our part-
ners raising it with other countries as well has proven to be very
effective.

Chairman CRAPO. Thank you.

And, Ms. Mandelker, when the President announced Executive
Order 13810, he referenced a Chinese central bank directive sent
to other Chinese banks that sounded like the central bank in-
structed the other banks to cut off new business with North Korea
and to wind down existing loans. There is even less known about
what will happen to China’s current North Korean business or fu-
ture ability to deposit or transfer DPRK funds.

Can you shed any light on this directive by the Chinese central
bank? Basically the question is: Is the policy of China truly chang-
ing?

Ms. THORNTON. Thank you, Chairman Crapo. Look, I think that
China is sending very deliberate messages to its banks and to other
companies in China. There was an announcement today, in fact,
that the Chinese commerce department sent an announcement that
all North Korean firms and joint ventures with China had to be
shut down.

We are working very closely with the Chinese. We think that
they are taking this seriously. But we are going to continue to mon-
itor it. We continue to share information with them on actions that
we think that they need to take. This is obviously a very serious
problem, and the urgency with which China takes it is going to be
key to any successful economic pressure campaign.

Chairman CraPO. Thank you.

Senator Brown.

Senator BROWN. Thank you, Mr. Chairman. I thank you both for
testifying and for your service to our country.

I want to dig down a little deeper on the sanctions issues. I will
start with you, Ms. Thornton. You have testified that, terms you
use, “maximum pressure,” “peaceful pressure,” “strategic account-
ability” describe our ongoing U.S. policy toward Pyongyang, that
the essential elements of the strategy have not changed to push for
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further multilateral sanctions, continue enforcement of U.S. sanc-
tions authorities, improved U.N. sanctions enforcement globally,
and urging other nations to cut off, what you said, “normal political
relations and trade” with North Korea.”

Are you taking full advantage of the sanctions authorities you
have, including those Congress enacted last month? Have we seen
concrete, quantifiable outcomes at this point, especially in terms of
reduction of Pyongyang’s revenue streams and significant impacts
on the regime’s ability to advance its weapons program? For you,
Ms. Thornton. Let us start with you.

Ms. THORNTON. So I think we are taking maximum advantage of
all of the tools that we have been given, and we are also taking
maximum advantage of our diplomacy with countries all around
the world. I believe that we have instituted a number of designa-
tions. We have had, you know, a series of designations. We have
been rolling out sanctions on various entities in China, in other
countries. All of these designations target North Korean trade,
North Korean entities, North Korean illicit proliferation, and it cer-
tainly has had an impact on the ease with which they are able to
make transactions. It has cut down on their ability to earn hard
currency, and it is having an effect of increasing pressure on the
regime.

Senator BROWN. Thank you. This is a question for both of you,
and I will start with you, Ms. Mandelker. Many of us here in this
body and all of our allies are concerned about the President’s state-
ments about the JCPOA. The President indicates he intends to
blow up the Joint Comprehensive Plan of Action, the Iran nuclear
agreement. Many argue this will seriously undermine U.S. credi-
bility on nuclear issues with North Korea and others. Are you con-
cerned that the President’s position undermines our diplomatic ef-
forts with North Korea?

Ms. MANDELKER. No, Senator, I am not concerned. I think these
are two very different and distinct problems. North Korea needs to
understand that we are very serious when it comes to applying our
maximum—using our maximum authorities to applying economic
pressure. And, frankly, this is an area where the world is coming
together. We are seeing the strongest U.N. Security Council resolu-
tions we have ever seen, and we are seeing countries take steps
over and above our——

Senator BROWN. That is surely good news, but the world came
together on the JCPOA, too. And do the Koreans think that, well,
if the United States is going to pull out of this agreement, which
clearly is working to keep nuclear—to stop the nuclear program in
Iran, why would we have that credibility and why would the world
think we have that credibility in your dealings with the Chinese
and only the North Koreans?

Ms. MANDELKER. Again, Senator, we are having—I am person-
ally involved in working very closely with our allies in Europe,
Japan, South Korea, and elsewhere. And the message that I am
hearing is that we are very unified in this effort. We are not equat-
ing one issue with the other. I cannot tell you

Senator BROWN. You are not equating one issue with the other,
but don’t our allies see that when we as a Nation renege on one
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nuclear agreement, we are not as trustworthy as they thought we
were as a Nation for the next round?

Ms. MANDELKER. Again, I cannot tell you what our allies think,
but what I can tell you

Senator BROWN. Well, you just did. You said our allies are all in
the same place, and you just told us what they think. Now you are
telling us you do not know what they think.

Ms. MANDELKER. What I can tell you is that we are very unified
in sending a joint message to North Korea that we are all using
our maximum economic pressures and diplomatic pressures to get
them to change their behavior.

Senator BROWN. Do you disagree with our allies who all say, vir-
tually every one, that Iran is complying? I know this hearing is not
about Iran, but do you agree with our allies when they say that?

Ms. MANDELKER. Senator, I would defer to the TAEA and the
State Department with respect to Iran’s compliance with the
JCPOA.

Senator BROWN. Ms. Thornton, respond to that, if you would.
And, also, does it concern you that we are working with the Chi-
nese, as we should, in trying to work to get North Korea to change
its policy that our allies, some of our allies question whether we
are reneging on something we already did on nuclear weapons just
a year and a half, 2 years ago?

Ms. THORNTON. Yes, thank you. I am not the Iran expert, obvi-
ously, but I know that we have certified continuation of the JCPOA
in the most recent process.

I think on the connection between that and North Korea, the
thing that is important to remember is we have been down this
road with North Korea several times already and that they have
continually undermined, cheated, and disregarded the agreements
that we have entered into with them in an attempt to do what we
are also attempting to do, obviously, with Iran, which is stop,
freeze, and roll back an illegal nuclear program.

So I think what we want to do with North Korea is make it clear
that we are not going to go down the road again of being, you
know, cheated or fooled, and that we are going to enter into this
agreement and expect that they would live up to their side of the
bargain. And that is what the maximum pressure campaign is
about, to build that kind of pressure and leverage which will con-
vince them that they really need to engage seriously in a discussion
about freezing and rolling back their program.

Senator BROWN. OK. Thank you both.

Chairman CrAPO. Thank you. And before we go to Senator
Toomey, since more Senators are here, I wanted to make an an-
nouncement that I made at the beginning of the hearing, and that
is that Ms. Thornton has to leave at 10:30 for a trip with Secretary
Tillerson overseas, and we have a vote at 10:30. So Senator Brown
and I have both forgone our opening statements, and I am going
to ask the Senators to pay very close attention to their time alloca-
tion.

Senator Toomey.

Senator TOOMEY. Thanks very much, Mr. Chairman, and thanks
to our witnesses.
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I want to draw a different parallel with Iran, if I could. But to
back up just a second, I do not think anybody questions how grave
a threat North Korea poses to us. We have seen a nuclear weapons
program for over a decade, a tremendous acceleration in their mis-
sile delivery capabilities. This threat is growing, and it seems to be
at an accelerating pace. And despite the many sanctions that we
have on North Korea, our allies have joined us, the South Korean
government reports that North Korea’s economy grew at the fastest
rate in 17 years last year, and that their GDP managed to expand
by 3.9 percent—admittedly off a low level, but they are experi-
encing economic growth, and it is hard to imagine that they are
going to abandon these programs if they are discovering that they
have greater prosperity year in and year out.

So I want to commend—the work you guys are doing is terrific.
It is really important. I am grateful for it. I agree fully with the
Executive order to further pursue sanctions. But we have had wit-
nesses who have reported to us—and I do not think that our cur-
rent witnesses will disagree. We are not yet at the maximum level
of possible sanctions against North Korea.

For instance, we were told at past hearings that there are finan-
cial institutions conducting transactions with North Korean enti-
ties that are not subject to the secondary sanctions today. Do you
both agree with that?

Ms. MANDELKER. Senator, any financial institution would be sub-
ject to our authority——

Senator TOOMEY. OK, I understand that, but is it true that there
are financial institutions, including Chinese institutions, that are
conducting financial transactions and have not had sanctions im-
posed directly on them?

Ms. MANDELKER. Well, Senator, as you are probably aware, in
June we, in fact, took action against one

Senator TOOMEY. Again, listen, I am in favor of that. I am glad.
My point is there are many other institutions that are conducting
transactions, and you have acknowledged today that there is one
Chinese bank that has had sanctions imposed directly.

So my point in all this is we also have learned, I think, that the
mandatory sanctions of the Iran sanctions legislation probably
played a big role in bringing Iran to the table. And it is my belief—
and I think it is shared by my colleague, the Senator from Mary-
land, with whom I am working on legislation, and we have been
working with Treasury, and we want to continue to work with you
on this. But the threat of mandatory sanctions immediately once
that legislation passes sends a very, very powerful message to fi-
nancial institutions. And I think that is the tool that we need. That
is the tool that worked with Iran. We have not adopted that yet,
and it is my hope that we will, and I welcome your thoughts on
it.

Ms. MANDELKER. Senator, of course, we think that having the
authority to go after financial institutions is incredibly important.
That is why we had the strongest Executive order—the President
has just signed the strongest Executive order that we have ever
had, which gives us the authority on a going-forward basis to im-
pose secondary sanctions against financial institutions. We think
banks are taking note. We are very carefully monitoring their
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ongoing activity and behavior, and, look, the safety and security of
the American people come first, and we will not hesitate to act
where we think that it is warranted.

Senator TOOMEY. I understand that, but having the authority to
do something is not the same thing as being required to do some-
thing, and the latter simply sends a stronger message.

Now, I think there should be a way for an institution that ceases
and desists, for instance, to no longer be subject to sanction, right?
I mean, we want to have a mechanism that does not permanently
disqualify an institution from U.S. markets if they have ceased and
desisted. But my own view is we have not taken the most aggres-
sive steps possible, and this is as serious a threat as I can plausibly
imagine.

So I hope you will continue to work with us in this effort. I want
to thank my colleague Senator Van Hollen for the great work that
he has done on this, and, Mr. Chairman, I think I have come in
30 seconds short.

Chairman CRAPO. Thank you, Senator Toomey.

Senator Reed.

Senator REED. Well, thank you very much. I am tempted to com-
mend the Chairman and the Ranking Member for the best state-
ments they have ever given.

[Laughter.]

Senator REED. Forgive me.

Secretary Thornton, in the past we have used the five-party
mechanism with South Korea, Japan, Russia, China, and the
United States, and at this point it seems that a lot of the diplo-
macy is one-off. You go to China and talk to them. Someone pre-
sumably is talking to Russia, et cetera. Why don’t we, if we are
really serious about this, convene the five-party talks and show not
only strength but concerted effort?

Ms. THORNTON. Yes, thank you. We are convening—I mean, we
do not have that specific mechanism invoked, but we are doing a
lot in the U.N. Security Council. We are doing a lot with various
multilateral partners. We had a very strong statement out of
ASEAN at the recent ministerial in October in Manila. We have
gotten a lot of different actors to step up and help us with this ef-
fort. Certainly, we are doing a lot of consulting with the regional
stakeholders, especially our two very strong allies, South Korea
and Japan. The President met with them both in a trilateral for-
mat last week in New York. But we have also been consulting very
closely and had long meetings and had extended discussions with
both Russia and China.

I think we are doing as much as we can with those regional
stakeholders, but we do not want to be tied to one particular for-
mat, and we are certainly open to any formats or opportunities that
would put pressure, more pressure on North Korea. And so I think
we are open to it. We just have not found it necessary to do it in
that format.

Senator REED. Do you concur with Ambassador Haley that the
United Nations has exhausted its usefulness?

Ms. THORNTON. Well, I mean, I think she was referring to the
issue of UNSCRs that could be passed and increasing the level of
sanctions within the UNSCRs. I think we all agree that almost all
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of North Korea’s external hard-currency-earning trade has been
captured in one way or another through U.N. Security Council res-
olutions. And I think there is probably some more that could be
done there, but mostly it has been already incorporated into the
UNSCRs we have so far. The main task I see going forward is on
implementation.

Senator REED. I concur, and in that regard, Secretary
Mandelker, you have lots of authorities, but do you have a list of
priorities—I mean, most important is to go after this company, sec-
ond important is this company, and shipping is the third, et cetera?
Can you give us that strategy, not just, “We have lots of things we
can do”™?

Ms. MANDELKER. Yes, Senator. So we are constantly thinking
about how we can exercise our authorities to achieve maximum
strategic impact. We are looking at the biggest revenue generators
to North Korea and taking action against those revenue generators.
We are very focused on sanctions evasion. Of course, the reason we
have gotten—part of the reason we are in the place that we are
today is that North Korea has been incredibly adept at evading our
sanctions, and we want to cut that off at the pass. And so we are
focusing on high-revenue generators. We are focusing on going
after those financial facilitators that they have planted all over the
world. We just announced designations of 26 of those this week
that were situated in different countries. And, again, always fo-
cused on maximum strategic impact.

So just as an example, in August we went after three coal compa-
nies that had generated a half a billion dollars’ worth of revenue
to North Korea, and we designated them to cut them off, again, at
the pass so that they can no longer generate that sort of revenue.
So, yes, focus on highest-priority impact always.

Senator REED. Those three companies, you have effectively shut
them down or you have just indicated to them, “We are going after
you™?

Ms. MANDELKER. We have indicated to them that they cannot
have access to the U.S. financial system, and we have sent a very
strong message that it is our view that no one should be dealing
with any company that is continuing to trade with North Korea.

Senator REED. But companies are still dealing with those compa-
nies?

Ms. MANDELKER. I cannot tell you in an open setting whether or
not companies are still dealing with those companies, but the mes-
sage is clear. We will go after any company that does trade with
North Korea.

Senator REED. I think that is a good message, but, again, I think
apropos of some of the comments of my colleagues, you know, spe-
cific evidence that it is working—I mean, Senator Toomey men-
tioned that the growth in their economy was not insubstantial last
year. And, you know, we are messaging, we have been messaging
for two decades.

Ms. MANDELKER. I agree with you, Senator. Look, that is why in
this Administration we are taking the strongest measures we have
ever taken. We have had many UNSCRs in the past, and they have
not worked. These are the strongest U.N. Security Council resolu-
tions we have ever had. The Executive order that the President
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signed last week is the strongest across-the-board Executive order
that we have ever had. We are taking this with utmost seriousness,
and we are pushing countries all over the world to do the same.

Senator REED. Thank you very much.

Thank you, Mr. Chairman.

Chairman CRAPO. Thank you.

Senator Corker.

Senator CORKER. Yes, sir, thank you. Thank you both for being
here.

Do we all agree that, in essence, North Korea is a de facto nu-
clear state?

Ms. THORNTON. Sorry. Is that for me?

Ms. MANDELKER. Well, look, we all know what the threats are,
Senator, and they have been able to proliferate at an unprece-
dented pace.

Senator CORKER. I do not want to get into a long debate, but we
do agree they are a de facto nuclear state. Is that correct?

Ms. THORNTON. I do not think that is the position of the State
Department. It involves a number of different technologies, and I
do not think that we would be able to say with concrete certainty
that that is the case.

Senator CORKER. Well, I am going to state that they are a de
facto nuclear state. That would be my position.

I applaud the efforts that are underway. I really do. And as you
know, I work closely with Secretary Tillerson and others, and, you
know, every one of our intelligence agencies tells us, publicly even,
that there is no amount of pressure that can be placed on the lead-
er of North Korea to get him to stop. He views this as his ticket
to survival, and he is changing the balance in the peninsula. So I
applaud the efforts that are underway. I really do.

Is there any course of action, though—we have been doing this
now for 25 years. This is the most robust effort that I applaud. But
is there anything you see that is changing, possibly changing the
dynamic that exists, where they are in the very short term going
to have a deliverable to the United States, nuclear weapon, without
a change in trajectory? I mean, Tillerson is working against—and
I applaud what he is doing, but he is working against the unified
view of our intelligence agencies which say there is no amount of
pressure that can be put on them to stop. And so I am just asking,
is there some dynamic out there that you see is going to overwhelm
that unified view and change the trajectory?

Ms. THORNTON. I think that that is the intelligence community’s
assessment, or at least the assessment of many of them. But I
think what we are doing is testing that assessment, and I think
what has changed is the sort of growing level of international isola-
tion and pressure, especially from the leading enabler of North
Korea up to this point, which is China. And I think we do see
China, as the Under Secretary mentioned earlier, policy shifting.
We are trying to turn China’s position from looking at North Korea
as some kind of asset to looking at them as a liability. I think that
Secretary Tillerson has made a lot of progress on that front, and
so the pressure that is being applied now to the Kim regime is
greater than at any time in the past. And we need to test that
proposition, I believe. So that is what we
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Senator CORKER. Is denuclearization of the peninsula still the ab-
solute objective?

Ms. THORNTON. Yes.

Senator CORKER. Is it helpful—you know, Congress has taken
the lead on many things. There is no question that Congress took
the lead for years on Iran. I do not think there is any way, without
the pressure of many people in this Committee for a long, long
time, and on the Foreign Relations Committee, I do not think there
is any way that we would have ever gotten Iran into a place to ne-
gotiate. Congress passed some sanctions on Russia recently. Con-
gress passed additional sanctions—the House actually took the
lead—on North Korea. I am at the point personally where I wonder
whether additional congressional activities is helpful when we are
on the brink of something that could become a catastrophe. I ap-
plaud all those people who want to play a role, I do, and I am not
in any way being pejorative as it relates to that effort. But from
your perspective, is it helpful for Congress to pass additional legis-
lation right now? And I know no Administration ever wants Con-
gress to do anything. I got that part. But are there heightened con-
cerns currently about Congress taking additional steps as it relates
to sanctions?

Ms. THORNTON. Well, what I would say is that we all want this
to be resolved diplomatically and peacefully. We think that this
maximum pressure campaign is the last best chance to resolve this
peacefully, but what that also means is that eventually we will
need to get into some diplomacy, and we will need flexibility when
we get to that point. So I think we want to keep in mind that, you
know, we want to get to the diplomatic solution, and when we get
there, Secretary Tillerson will want to, you know, have space to ne-
gotiate.

I think, you know, the Members of Congress I have spoken to,
I know many of them travel; many of them are going around the
world and talking to people about these issues. I spoke to one last
night who was just in Beijing and met with Chinese officials for an
hour and a half on North Korea alone. I think that kind of message
coming in a unified way from every single Government official in
the United States is very helpful, and also we have been telling all
of our global partners, coming from all of them.

Senator CORKER. You did not address sanctions. I am trying to—
you are avoiding that, and that is fine. But I know my time is up.

Ms. MANDELKER. I would be happy to quickly address—of course,
we are grateful for the authorities that Congress has given us, and
as I mentioned, the President has also signed the strongest Execu-
tive order that we have ever had. I think that it is also incredibly
important that we have the ability to remain flexible. We have to
move and strike in the use of our economic powers according to
what the intelligence is telling us will be the best targets to exact
an enormous amount of economic pressure. And when our hands
are tied in different ways, it keeps us from being agile in the way
that you would want us to be agile in order to maximize that eco-
nomic pressure. So we would be happy to work—of course, always
happy to work with the Congress on legislation. I would just cau-
tion taking away our ability to be flexible because it inadvertently
could decrease our ability to exert maximum economic pressure.
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Chairman CRAPO. Senator Heitkamp.

Senator HEITKAMP. Thank you. I will try to run through this
quickly.

Can we be effective in any kind of sanction policy or regime with-
out total cooperation from China? Yes or no.

Ms. MANDELKER. I think total cooperation from China is key.
Can we be effective? Absolutely.

Senator HEITKAMP. But I am saying—now I am going to get to
the point. Does the U.S. Government and the Chinese Government
have identical or at least wildly similar goals in dealing with the
Korean peninsula?

Ms. THORNTON. So I think we do have broadly similar goals.

Senator HEITKAMP. What would those be?

Ms. THORNTON. The Chinese Government wants to see a
denuclearized Korean peninsula. That is one of their main key ob-
jectives. They also want there not to be chaos, war, and war on the
Korean peninsula for obvious reasons. It is right on their border.
But their main goal for the current process is to denuclearize and
rid the Korean peninsula of those programs.

Senator HEITKAMP. If that is true, then why isn’t the Chinese
Government doing everything that it can to achieve that goal?

Ms. THORNTON. Well, I think that they have done a lot.

Senator HEITKAMP. No. I am talking about, you know, full-on
maximum effort, maximum restrictions on trade, maximum restric-
tions on doing business with North Korea. If that is true, then why
hasn’t the Chinese Government exerted the kind of authority and
force on a diplomatic and on a sanction regime that would achieve
that result?

Ms. THORNTON. It is hard for me to get exactly to inside what
their policy process is and what they are thinking, but what I
would say is that the calculus that they have about the line be-
tween war and chaos and getting to denuclearization might be
slightly different than the line that we have, and that they seem
to prioritize very much the, you know—the economy of North Korea
is dependent on China, and so they have said that they want to
make sure that the people of North Korea are not adversely af-
fected. And, of course, we do not want that either, but they seem
to have a different calculation about that, is how I would——

Senator HEITKAMP. I think that is the ultimate challenge here
going forward, which is finding parallel purpose with the Chinese
in achieving this result and having a coalition of, you know, ex-
treme willingness to actually do everything that we can to achieve
that result. And short of that, I guess, Secretary, short of that kind
of collaboration and cooperation, how is this going to work to actu-
ally change behavior in North Korea?

Ms. MANDELKER. Senator, of course, we are intent on working
very closely with the Chinese to make sure that they are likewise
maximizing economic pressure. We are in very regular discussions
with them. We have seen some recent steps that they have taken
that suggest that they are increasing the economic pressure that
is going to be brought to bear, but we are monitoring it very, very
carefully. And I think the authorities that we now have and the
Executive order also send the message that if countries—any
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country does not take this as seriously as we think that they
should, then we will not hesitate to act.

So it is partially working closely, coordinating carefully, collabo-
rating, as we are doing, but also sending the message that the
President has sent, that Secretary Mnuchin has sent, that we are
constantly sending, that where we think it is warranted, we are
going to continue to up the pressure that that strategy

Senator HEITKAMP. If the Chinese Government did everything
possible economically, with sanctions, with trade, with relation-
ships, would it effectively achieve a deterrence from further pro-
gression in North Korea to acquire a nuclear weapon?

Ms. MANDELKER. Well, Senator, that is the strategy. Time will
tell. What we are trying to do is change the strategic calculus of
North Korea, and we have to do that in concert with all of our part-
ners around the globe. I cannot tell you that it is going to change
the calculus, but I can tell you that that is our ultimate objective:
to achieve a denuclearized peninsula by changing that calculus.

Senator HEITKAMP. And you believe that is the Chinese ultimate
objective?

Ms. MANDELKER. I cannot speak for the Chinese. I can just tell
you that they are working intently with us on this urgent matter.

Chairman CraPO. Thank you.

Senator Scott.

Senator SCOTT. Thank you. Thank you both for being here this
morning.

In 1994, we struck the Agreed Framework with North Korea
with the goal of eliminating the regime’s nuclear ambitions.

In 2000, President Clinton relaxed the sanctions under the as-
sumption that North Korea was upholding its end of the bargain.

In 2005, the United States, China, Japan, North Korea, Russia,
and South Korea put out a joint statement celebrating North Korea
agreeing to abandon its nuclear weapons program again.

In 2006, North Korea tested its first nuclear weapon. Since then,
North Korea has conducted five more nuclear weapon tests and
dozens of ballistic missile flight tests, threatening American tar-
gets.

I will ask you both: If a denuclearization agreement is reached,
how can we ensure that the Kim regime does not fool us again like
they have over the last couple decades?

Ms. MANDELKER. Senator, I agree with you that that is the chal-
lenge. We are going to have to—if an agreement is reached, we are
going to have to very carefully hold them to account. We cannot get
to the same place—the place that we are in today. And, again, we
would maximize the pressure that we have put on in a calibrated
way to avoid the perilous situation that we are in today.

Senator SCOTT. Care to comment?

Ms. THORNTON. Yeah, I think what we would have to do is make
sure that we have the entire international community on board for
the enforcement of the agreement, and it is very clear what the
stipulations are in the enforcement, that we have inspectors in, it
would be an intrusive inspection regime. And we would have to lay
all of that out in the process of getting to that agreement.

Senator SCOTT. Senator Heitkamp started to talk about the Chi-
nese influence on North Korea, and my last question goes in that
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direction. The President’s recent Executive order allowed Treasury
and State to impose secondary sanctions on financial institutions
who continue to do business with North Korea. But the President
gave your Departments discretion as to how to implement such
measures and who to go after. That latitude you have been given
is a deterrent to North Korea’s enablers. Case in point: The same
day the Executive order was announced, the People’s Bank of
China told financial institutions to wind down their books of busi-
ness with North Korean clients.

I have previously made the point that our deep economic inter-
dependence with China hurts our ability to incentivize them to
take action. Did the simple threat of secondary sanctions bring
about the bank’s announcement?

Ms. MANDELKER. Senator, I cannot tell you what has motivated
the Chinese, the various announcements that we have seen from
the Chinese. I can only tell you that, again, we are continuing to
work with them and to put pressure on them to take the steps that
they need to take. And I think that the Executive order sends a
very important and careful message, that if we see continued eva-
sion of our sanctions regimes, if we see banks not complying with
their obligations to restrict this kind of activity, we will not hesi-
tate to act. That in and of itself should be sending a very clear mes-
sage to banks around the world.

Senator SCOTT. Anything else?

[No response.]

Senator SCOTT. Good. Have the Chinese—this is, of course, in
your opinion. I know that you cannot tell me what the Chinese
think. I have heard you say that a couple of times. But my question
is: Do you think the Chinese have come to a similar conclusion
about the interdependence of their economic future on America?

Ms. THORNTON. So you mean are they concluding because of the
interdependence that they can stop short of fully implementing the
sanctions?

Senator SCOTT. I mean the reverse of it. If they send $700 to
$800 billion of goods to America

Ms. THORNTON. They need to comply.

Senator SCOTT.——part of their challenge is that they have a lot
to lose if we shut down.

Ms. THORNTON. Sure, I think that is right. I think they care a
lot about the relationship with the United States. They are very
concerned about what is going on in North Korea and very con-
cerned about what it implies for their picture, the strategic security
picture in the region, and for them for their own national security.
And I think they also are determined to comply with the inter-
national sanctions regime that they voted for in the United Na-
tions, and they have said over and over again that they will strictly
implement the sanctions. And I think they care about being seen
as strictly implementing the sanctions, and so that is where I think
a lot of their recent efforts and initiatives have come from in con-
cert with that.

Senator SCOTT. It certainly seems to me if compliance of the
North Korean regime flows through the actions of China, we should
spend as much time delving into the relationship that we have
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with China to make sure that we do everything possible to control
North Korea through that medium.

Thank you.

Chairman CRAPO. Senator Donnelly.

Senator DONNELLY. Thank you, Mr. Chairman. And I want to
thank you both for being here.

Secretary Mandelker, I was wondering if you have met with
Adam Szubin yet.

Ms. MANDELKER. I have met with Adam a number of times, yes.

Senator DONNELLY. I would recommend to you that you stay in
contact with him, that you stay in touch with him. He has worked
this side of the street for a long, long time. He is extraordinarily
talented, worked for both Republican and Democratic administra-
tions, and is a patriot above all. And so whenever I have somebody
who can help me as a resource, I try to use them. He would be a
great resource for you to use.

Senator Sasse and I held a Subcommittee hearing on this subject
in May. One of the key findings was that our sanctions efforts can-
not be effective unless they are within a clear, comprehensive strat-
egy. And, Ms. Thornton, in your written testimony to the House
Foreign Affairs Committee on September 12th, you wrote in regard
to the Administration’s strategy on North Korea, “We are not seek-
ing regime change or collapse, nor do we seek an accelerated reuni-
fication of Korea or an excuse to send troops north of the DMZ.”

My question is that this week there was a statement from the
Commander in Chief that the North Korean regime will not be
around much longer. How do we put those two things together?
And how do we create a strategy when there appears to be two dif-
ferent programs rolling around here?

Ms. THORNTON. Thank you very much, Senator. So I think our
strategy has a primary goal of denuclearization, and that is what
we are working toward. The President’s comments have been di-
rected more at the issue of threats emanating from North Korea to
our homeland and what would be our very reasonable and likely
response to an attack from North Korea. So I think these two
things are a little bit different, and I do not think that the clear
statements that we are trying to make in order to make sure that
the North Koreans understand what would happen if they made a
miscalculation and initiated an attack on us or our allies, I do not
think that that undermines our declarative statement of our pur-
pose in the negotiations and in the diplomatic process of being
aimed at denuclearization and not the other things that you men-
tioned.

Senator DONNELLY. Secretary Mandelker, are sanctions efforts
undermined if they do not follow with a clear message as to what
we are trying to achieve? Are we making that clear message to ev-
erybody?

Ms. MANDELKER. Yes, Senator, I believe we are making that
clear message.

Senator DONNELLY. OK. Well, then let me ask you in regards to
oil exports from China to North Korea, where are we with that?
What are our success opportunities with that? Will it be completely
cut off and when?
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Ms. MANDELKER. Well, that is in part up to the Chinese, but we
are also, again, sending a message, writ large, that we will cut
off—or we are able and have the authority to target any company
that is continuing to trade with North Korea in any industry. So
that message is coming clear from the United States.

Senator DONNELLY. Isn’t the oil exports the key sanction that is
needed to get the attention of Kim Jong-Un to grind their economy
up to actually make a dent?

Ms. MANDELKER. I think the oil exports certainly are very impor-
tant, and, again, we are not limited in our ability to target any oil
company that is continuing to do business.

Senator DONNELLY. I understand that, but the oil continues to
flow, doesn’t it?

Ms. MANDELKER. It does continue—my understanding is that it
does continue to flow, and I believe that it should stop.

Senator DONNELLY. And what are the plans over the next 5
months to dry that up completely?

Ms. MANDELKER. Senator, I am not going to prognosticate what
our next steps are going to be. All options are on the table, and we
are going to continue to aggressively implement our sanctions re-
gimes. We are going to continue to deploy other economic tools that
we have. We are going to continue to engage very seriously with
our allies and our partners. We are going to continue to have dis-
cussions with China about measures that we think that they
should take.

We are also sending, as you know, an important message to fi-
nancial institutions that they need to cut off any activity, ongoing
financial activity with North Korea. And to that end, we are also
having conversations with banks around the world about steps that
we think that they need to

Senator DONNELLY. Let me ask you about the four or five biggest
banks in China. We have been able to obtain parts from some of
the North Korean missiles. We know who makes some of those
parts. We know the banks that finance the companies that make
those parts that are on the missiles that are aimed at our friends
and allies. We know the five most significant Chinese banks that
are the parent banks or banks with relationships to these other
banks. What are we doing to those five banks to put pressure on
them to make sure that these parts are no longer built?

Ms. MANDELKER. So, Senator, again, I am not going to prognos-
ticate the next steps that we are going to take. In terms of specific
actions——

Senator DONNELLY. Well, what steps have you taken with those
five Chinese banks?

Ms. MANDELKER. As a general matter, the steps that we have
taken are sending a very important signal through our action in
June and now through this new Executive order that we are not
going to tolerate continued financial activity that helps the Kim re-
gime, and we are——

Senator DONNELLY. Have any sanctions been put on those
banks?

Ms. MANDELKER. Not on those banks, Senator. Not at this time.

Senator DONNELLY. Thank you.

Thank you, Mr. Chairman.
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Senator BROWN. [Presiding.] Senator Cotton.

Senator COTTON. Ms. Mandelker, I have seen a report recently
that says North Korea is the fourth or fifth most sanctioned nation
in the world by the United States. Is that accurate?

Ms. MANDELKER. I cannot give you a comparative, Senator Cot-
ton, but at this time we have—we, the United States, have max-
imum authorities to go after any problematic behavior or activity,
economic activity with North Korea.

Senator COTTON. Is there any reason why we should not throw
the kitchen sink at them economically, hit them with as much as
we can, as fast as we can, as hard as we can?

Ms. MANDELKER. That is exactly what we are doing.

Senator COTTON. OK. Ms. Thornton, I want to turn to something
you said earlier that I am going to have to disagree with, and I
think it is a fundamental disagreement, and it reminds me of what
Yogi Berra said: “If you do not know where you are going, you
might not get there.” You said that you believe that China seeks
denuclearization of the peninsula. I know that is what Chinese
mouthpieces say to the United States and Western audiences, but
I just cannot agree with it. They claim that, you know, they are
worried about a war that would lead to a refugee crisis on their
border or a unified pro-American Korean peninsula.

I just find this reasoning to be specious. Refugee crisis? Say what
you will about our country, I am pretty sure that the Chinese Gov-
ernment can build a wall on their border. And they have proven
that they have a backup method to deal with a refugee crisis as
well, tanks and .50 cal’s like they used at Tiananmen Square.

Second, if they were really worried about a refugee crisis or a
pro-American unified state on their border, aren’t there numerous
diplomatic measures they could take? I am pretty sure that the
United States would agree to no forced reunification, as we did
with East Germany and West Germany after 1989. I am pretty
sure that we would agree to no troops north of the current DMZ,
that we would work with the United Nations High Commissioner
on Refugees to set up refugee camps supported by the United Na-
tions inside of North Korea.

And then, finally, just look at China’s actions. You know, they
blocked us from imposing those oil export sanctions at the United
Nations Security Council a couple weeks ago. North Korea’s econ-
omy has grown over the last 6 months. Trade with North Korea
was up earlier this year.

So all of these things suggest to me that when China says they
want a denuclearized North Korea, they are misrepresenting their
intentions, because what would be the consequences for them if
that were the case? North Korea would become like an isolated,
weird, Stalinist state the way East Germany or Romania was in
the cold war, but they would not pose any real threat to the United
States or to our allies in the region.

And what would we be having hearings about? We would be hav-
ing hearings about Chinese economic warfare and espionage
against the United States. The Armed Services Committee would
be having hearings about China’s building and militarizing islands
in the South China Sea. The Senate Foreign Relations Committee
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might be having hearings about their near diplomatic embargo on
Taiwan.

So I would say that it actually benefits China strategically in
their competition against the United States that North Korea re-
main nuclearized, and, therefore, they are not going to take steps
to denuclearize North Korea unless the costs of keeping a nuclear
North Korea exceed the benefits they get from it. That is my per-
spective on what China’s motivations are here. I would like to hear
your perspective on mine.

Ms. THORNTON. So I think where I probably would not share ex-
actly your assessment is what the Chinese assessment is of the se-
curity implications for them of a continued nuclear program in
North Korea. They are very clear that would there be a nuclear
state in North Korea, there would be nuclear proliferation in the
region on their border, and that there would likely be a cata-
strophic acceleration in the breakdown of the nuclear nonprolifera-
tion regime around the globe, and that that has far-reaching secu-
rity implications for them. So I think that is probably the place
where I would have the most difference with the assessment that
you mentioned.

Senator COTTON. I agree that from a Beijing standpoint a nu-
clear Japan or a nuclear South Korea, both of which could probably
achieve that aim in a year, maybe 2 years at most, would be detri-
mental to their interests. But if that is the case, why are they not
doing the kinds of things that I just outlined? Why do they make
us water down the Security Council sanctions? Why are they not
seeking the kind of diplomatic agreements with the United States
that would allay their concerns in advance of any effort to
denuclearize, by force if necessary, North Korea?

Ms. THORNTON. Well, I think we have seen them adopt the most
far-reaching U.N. Security Council resolutions that we have ever
seen in the quickest amount of time that we have ever seen. I
think it is a reflection of their growing concern. I think they change
slowly, and they are getting increasingly concerned about the be-
havior out of North Korea and about the—and they are increas-
ingly—it is becoming clear to them the implications for them,
which they had maybe not fathomed clearly enough earlier.

Senator COTTON. My time is up. Thank you for the testimony. I
would just say, though, the consensus in Washington is that China
is a partner in this issue. I do not think that is the case. They are
a strategic competitor, and I believe they see the current status quo
as benefiting their interests as opposed to a denuclearized North
Korea, and I think that our Committee needs to take that into ac-
count as we are crafting any sanctions measures to bring more co-
ercive pressure onto Beijing.

Chairman CRAPO. [Presiding.] Thank you.

Senator Schatz.

Senator SCHATZ. Thank you very much.

Ms. Thornton—and I know you have to go at 10:30, so if I am
still talking, I will not be offended. First of all, what is U.S. policy
with respect to the Korean peninsula specifically? You say the pri-
mary goal is denuclearization. That is U.S. policy?

Ms. THORNTON. Yes.
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Senator SCHATZ. OK. When you say primary goal, does that indi-
cate—should we infer from that that there is a secondary goal?

Ms. THORNTON. No. I mean, I think that is our overarching goal
in our current strategy that we are bringing the maximum pres-
sure to achieve.

Senator SCHATZ. So following up on what the Chairman of the
Foreign Relations Committee said, that the intelligence commu-
nity’s assessment is that that is vanishingly unlikely—and I under-
stand that you have to do what you have to do, and we appreciate
it. But understanding that here we are with a State Department
representative and a Treasury representative, and you are all in
your own way doing that which is strategically necessary in your
ownulane. And yet we have an objective that may not be achievable
at all.

So I guess the question is: Are there short-term objectives—set-
ting aside that goal and whether or not we are going to argue
about the extent to which it is realistic to denuclearize the penin-
sula, do we have a short-term objective that we are trying to
achieve here?

Ms. THORNTON. Well, I think the objective is to change the cal-
culus of the regime about their nuclear weapons program and, in-
deed, show them that the cost of that program is unbearably high
and that they will not be able to maintain it.

Senator SCHATZ. But that sounds like a long-term objective, and
I guess it goes to my second question, which is: Is it fair to say we
are in a crisis situation right now?

Ms. THORNTON. Well, I think almost every high-level official in
the U.S. Government has noted North Korea as our most urgent
and compelling national security challenge. So, you know, it has
been said that the timetable that North Korea is moving on to de-
velop its weapons program is much more rapid than we had fore-
seen, and that, you know, we are working as fast as we can and
as intensively as we can to get sanctions regimes put in place and
implemented. That is why we have this global pressure campaign.
That is why we are engaging everybody in the world

Senator SCHATZ. And I want to be respectful of your time, but
those all still do not sound like crisis management enterprises.
Those sound like—I am with you on the strategic objective of get-
ting Kim Jong-Un to change his calculus. But I do not see that
happening in the next 3 to 6 months or even in the next, you know,
6 to 18 months, and yet we are in a crisis right now.

So the question is: Is the State Department, the Department of
Defense, the White House, the National Security Council in a crisis
management mode which integrates that which we are doing for
our long-term objectives, which, by the way, our intelligence com-
munity is now saying may not even be realistic? And the question
becomes: We have these long-term objectives which have, call it, a
30-percent chance of success, many say zero. But whatever that
percentage chance is, they have some low likelihood of success. But
they also may have the unintended consequence of escalating the
short-term crisis. And so I think we need to know what we are up
to right now, which is that all of this sounds good and, to Chair-
man Corker’s point, it is incredibly politically satisfying for us to
criticize China and to pass new sanctions and to do our oversight.
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But if we are in a crisis and the U.S. Government’s policy is to do
something that most people think we cannot do, then I think we
are in a dangerous situation. And you compound that with the fact
that you basically have three levers: you have the sanctions, which
I think you are doing an incredibly effective job with; you have
readiness; and then you have diplomacy.

But then you have this Commander in Chief who uses belligerent
rhetoric. And I do not want to ask you to comment on that because
you work in the Administration, but it has to be recognized that
your strategy may work in another time with another President.
But to the extent that you have coercive diplomacy and you have
got bombers flying across to send, I think appropriately, the signal
that we would be ready for any contingency, it is viewed differently
if that is concurrent with a threat via Twitter that we are going
to wipe them off the map. I mean, we cannot view our strategy as
separate and apart from what the President of the United States
says. And I just ask you to consider the possibility that we are in
a crisis and that the Commander in Chief says things that are not
irrelevant to what we have to do.

My time is up. Thank you.

Chairman CraPO. Thank you. And, Ms. Thornton, Senator War-
ren has asked if you could stay 3 minutes, and she promised to
stick to 3 minutes.

Senator WARREN. I promise.

Chairman Crapo. All right.

Senator WARREN. Thank you. I appreciate your doing that. And
thank you, Mr. Chairman.

Now, President Trump has made the North Korean nuclear crisis
worse by threatening fire and fury, by vowing to totally destroy the
regime, and by engaging in name calling with an unstable leader
in North Korea.

The President is struggling to deal with North Korea, which al-
ready has nuclear weapons and is advancing its capabilities. But
he is also about to create another crisis by suggesting that he may
not certify to Congress by the October 15th deadline that Iran is
complying with the nuclear agreement, which so far has prevented
Iran from getting a nuclear weapon.

Now, the President has already certified twice that Iran is com-
plying with this deal, and if he fails to certify again next month,
then he could blow up the agreement and Iran may restart devel-
opment of a nuclear weapon. I get it. Iran supports terrorism, en-
gages in human rights abuses, works to develop ballistic missiles.
But I think it is easier to counter Iran’s destabilizing behavior if
it has no nuclear weapon than it would be if Iran had a nuclear
weapon.

So, Ms. Thornton, if the United States causes the Iran nuclear
deal to fall apart, would it make it easier or harder for us to re-
solve the North Korea nuclear crisis through diplomacy?

Ms. THORNTON. Well, I do not really want to speculate on a hypo-
thetical, but I do think that it is very important to hold countries
with which we have agreements to account for the implementation
of those agreements. And in the case of North Korea and in the
case of past agreements we have had with North Korea, we have
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seen that these agreements have been undercut by North Ko-
rean

Senator WARREN. Well, I understand you are concerned about
their undercutting. The question is about our undercutting. So far,
the Iranian nuclear deal is working, and my question is: If we blow
that up, does it make it harder to get to an agreement that the
North Koreans could believe in if we try to negotiate with them?

Ms. THORNTON. Well, our objective here is denuclearization with
the North Koreans. We know that they are engaged in a lot of
other nefarious behavior that is concerning. But I think what we
would want to focus on is that the agreement covers all of the pro-
visions needed to stop nuclear

Senator WARREN. OK, but I am asking about the relevance of
blowing up the Iran deal on trying to get a diplomatic solution with
Korea.

Ms. THORNTON. I know that there is speculation about what is
going to happen with the Iran deal, and I am not the Iran person,
but we have—of course, the Secretary has certified compliance the
last two times. So I cannot get inside the head of the North Kore-
ans and tell you how they look at it, but——

Senator WARREN. OK. I will just quit, because I promised I
would, by quoting Adam Szubin, who said:

Great nations do not play games when it comes to their international agree-
ments. Doing so would be especially short-sighted when we are trying to

convince the world to join us in a North Korea sanctions campaign whose
stated objective is nuclear diplomacy.

I think he is right, and I think President Trump would be wise to
take his advice.

Thank you, Mr. Chairman.

Claairman CraPO. Thank you. And, Ms. Thornton, you are ex-
cused.

Ms. THORNTON. Thank you.

Chairman CRAPO. And thank you for making the effort to be here
today when you had this problem come up.

Senator BROWN. Thank you, Ms. Thornton.

Chairman CRAPO. Senator Van Hollen.

Senator VAN HOLLEN. Thank you. Thank you, Mr. Chairman.

Senator Corker indicated in his questions that Administrations,
whether they are Republican or Democratic administrations, prefer
for Congress to give them the maximum authority but also the
maximum flexibility. In fact, back in 2009, when Congress was con-
sidering the Iran sanctions legislation, the Obama administration
indicated, “The problem with congressional measures is that you
cannot turn them on and off as you like.” Similar to the response
that you provided to Senator Corker.

The Congress, nevertheless, on a bipartisan basis went on to
pass the Iran sanctions legislation, and as Senator Toomey said, I
think there is strong bipartisan consensus here in Congress and
also ultimately in the executive branch, that those congressional
sanctions backed up by the President’s signature are what brought
Iran to the negotiating table.

Do you agree with that?

Ms. MANDELKER. Senator, I think it was the full range of au-
thorities, from the executive branch and the Congress, that brought
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Iran to the table. And, of course, we welcome working closely with
the Congress on these critical issues.

Senator VAN HOLLEN. Right, but the distinction that you have
made many times this morning, as did Secretary Thornton, is be-
tween authority and implementation. And you both indicated that
enforcement and implementation is the key right here, and the
question is whether we are fully implementing those powers. And
the purpose of having sanctions like the Iran sanctions legislation
is to make sure there is a constant driver there.

Have you had a chance to look at the U.N. Experts’ report from
both February and then the interim report that lists a whole bunch
of Chinese firms and banks and from other countries that they as-
sess to be violating the U.N. sanctions? Have you seen that?

Ms. MANDELKER. I have seen the Panel of Expert reports, and we
have taken some action based on those reports. But the importance
for us is that we have the ability to remain agile so that the Treas-
ury Department can deploy our economic authorities and tools in
a way that is going to maximize our strategic——

Senator VAN HOLLEN. Look, I understand. I mean, it is another
version of, “We want a lot of authority with maximum flexibility.”
But I think the question is whether we need to do more. I think
that it was premature of President Trump to sort of heap some con-
gratulations on President Xi. I understand we want the Chinese to
work with us. As Secretary Thornton indicated, they have been,
and I am quoting here, “the leading enabler of North Korea.” And
as of today, there are a whole lot of Chinese banks or firms that
we believe are continuing to violate the sanctions.

Why aren’t you naming those banks? Why aren’t you identifying
them publicly? Even if you are not taking action against them now,
isn’t there a benefit in publicly shaming those banks that are en-
gaged in that kind of activity?

Ms. MANDELKER. So, Senator, in June, of course, we did name
the Bank of Dandong which we thought was a gateway of funding
that was going to North Korea. We are very actively monitoring the
activity of the banks. We have this forward-looking authority to
allow us to impose secondary sanctions. We take that authority
very seriously. And we will continue to deploy our economic tools
in the way that we think enables us to

Senator VAN HOLLEN. Mr. Chairman, I

Ms. MANDELKER.——maximize economic pressure.

Senator VAN HOLLEN. I appreciate that. The Executive order
could have been issued day one of this Administration. I mean,
there is nothing that would have stopped you from doing that.

If I could, Mr. Chairman, put in the record the full list of the en-
tities that were identified in the interim report of the U.N. Panel
of Experts that continue to evade sanctions?

Chairman CraPo. Without objection.

Senator VAN HOLLEN. All right.

The Bank of Dandong is one—right?—and they have got over 58
here. There are others that I know that you have targeted. But the
point is if we are serious about getting China to work with us and
cooperate, we have got to increase the leverage. And I understand
the desire for maximum authority combined with maximum flexi-
bility from the Congress. But I also think on a bipartisan basis




23

most people agree that it was ultimately the sanctions legislation
that sent a message that we are very serious about making sure
that we implement these sanctions going forward.

So I believe that there is a lot more we can do. This is why Sen-
ator Toomey and I have introduced legislation really patterned
after the Iran sanctions legislation, and hope, Mr. Chairman and
Ranking Member, we can move in that direction. Thank you.

Chairman CRAPO. Thank you.

Senator Cortez Masto.

Senator CORTEZ MASTO. Good to see you again.

Ms. MANDELKER. Good to see you.

Senator CORTEZ MASTO. I noticed it seemed like when Senator
Schatz was talking with you and kind of giving his perspectives,
you wanted to respond. I am going to open it up to let you respond.

Ms. MANDELKER. Thank you. I think Senator Schatz was asking
what are our short-term and long-term objectives. One of our short-
term objectives, of course, is to cut off all revenue streams to North
Korea to keep it from having the ability to continue to fund its
WMD programs, and that is what we are constantly intent on
doing, whether it is deploying our sanctions effectively, going after
the revenue streams, or mapping out their efforts to evade sanc-
tions, understanding how they use front companies, financial
facilitators around the world. And we are tactically deploying those
authorities and tools and using our intelligence in a way that will
provide maximum strategic impact. That was what I was going to
continue to say. Thank you.

Senator CORTEZ MASTO. Thank you. So this is one of many hear-
ings we have had, and thank you very much to the Chair and
Ranking Member. During those hearings some have argued that
imposing secondary sanctions on entities doing business with North
Korea could cause the North Korean regime to collapse. Do you
have concerns that imposing secondary sanctions could cause that
collapse?

Ms. MANDELKER. What we want to do is change their strategic
calculus. We are not seeking a collapse. We are changing stra-
tegic—the change in their strategic calculus so that they stop esca-
lating in the way that they have been escalating, and that we ulti-
mately achieve a denuclearized peninsula.

Senator CORTEZ MASTO. And so you have talked about the Presi-
dent’s Executive order which gives Treasury the authority to im-
pose secondary sanctions. Have you imposed any sanctions, sec-
ondary sanctions, pursuant to that Executive order?

Ms. MANDELKER. The Executive order, of course, was just signed
last week. It is a going-forward—that particular section is a going-
forward authority, and we are going to continue to monitor what
the banks are doing very carefully.

Senator CORTEZ MASTO. So you have to date, and do you intend
to in the near future?

Ms. MANDELKER. Well, I am not going to—what I will tell you
is all options are on the table. I am not going to prognosticate what
future actions we might take.

Senator CORTEZ MAsTO. OK. And then just recently, as we
know—and we had talked about it here—the Chinese Government
issued a directive to Chinese banks on September 21st directing
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them to stop certain financial transactions with North Korean busi-
nesses. Do you have a copy of that directive? Do you know specifi-
cally what is in that directive? Or can you share that with us?

Ms. MANDELKER. I do not have a copy of the directive.

Senator CORTEZ MASTO. You have not seen it? Do you intend to
get a copy of the directive?

Ms. MANDELKER. If the Chinese would share it, of course, I
would like to get a copy. But I do not have a copy of the directive.

Senator CORTEZ MASTO. OK. Thank you very much. I appreciate
your being here.

Chairman CRAPO. Thank you.

Senator Warner.

Senator WARNER. Thank you, Mr. Chairman. Secretary, it is good
to see you again. It has been a while.

Ms. MANDELKER. Good to see you.

Senator WARNER. I think you hear a lot of frustration, and, obvi-
ously, I am—I will not officially comment, but what Senator Corker
said, where there may be a contradiction between the conclusions
of the intelligence community and what the Secretary of State is
trying to do is really—it is a really thorny issue, and, Mr. Chair-
man, we may want at some point to get a classified brief for the
Members of the Committee, because, sitting on the Intel Com-
mittee, some of the conclusions are fairly chilling.

To Senator Cortez Masto, you said you have not seen the Chinese
order, but in terms of your view of it, are there any gaps, any visi-
ble gaps or holes in the Chinese new restrictions toward the North
Koreans?

Ms. MANDELKER. Again, Senator, I have not seen the order. They
did issue an announcement today that they are shutting down all
North Korean firms and joint ventures with China. I think that is
a welcome step. We are working very closely with the Chinese, and
to the extent that there are gaps—and, of course, as I have also
mentioned, we think the UNSCR is a floor, not the ceiling, and it
is incredibly important that they take maximum efforts to enforce
their obligations.

Senator WARNER. We have seen testimony in this Committee and
elsewhere that the North Koreans are pretty good about using
front companies.

Ms. MANDELKER. Yes.

Senator WARNER. And in terms of our cooperation with the Chi-
nese at this point, how good are our efforts at ferreting out those
front companies so that we can really get at North Korean sources?

Ms. MANDELKER. So we are constantly working with the intel-
ligence community and with our financial institutions to map out,
detect, and cut off those front companies. It is something that we
are very, very focused on. We have been able to identify certain
front companies.

This week, in fact, we designated 26 financial facilitators, North
Korean financial facilitators that are around the globe, to send a
very—and these are financial facilitators who have become experts
in how to set up those kinds of front companies. So we are sending
a message that nobody should be doing business with them. We are
also sharing various typologies with our banks to make sure that
they understand precisely what they should be looking out for to
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ensure that front companies are not abusing the international fi-
nancial system.

So our efforts are increasing. We are working very closely with
the intelligence community, as I mentioned, with our banks, we
have—but we have to continue to escalate.

Senator WARNER. I hope you will keep the Committee abreast of
that, and, again, I think——

Ms. MANDELKER. We would be happy to do so.

Senator WARNER. it is a scenario where we ought to collabo-
rate with the Intel Committee.

I guess the final point, and let me echo some of the comments
made on this side of the aisle. I have been concerned with the tenor
of some of the President’s comments. The back-and-forth, you
know, insult attacks do not make our Nation safer and, frankly, I
think it decreased the amount of international support that the
sanctions regime would have. But I would also acknowledge that
this is not a problem that, you know, suddenly emerged upon the
stage just with the beginning of the Trump administration. I think
there are many Administrations going back, Democrat and Repub-
lican alike, where this issue has not had a high enough focus, and
now we are reaping those results.

And I guess what I wonder is, you know, even presuming that
we now have a fresh approach from the Chinese, we are ratcheting
back. I look forward to joining bipartisan legislation to even in-
crease congressional sanctions. Kim Jong-Un has got a history of
not exactly succumbing to international pressure or sanctions. He
has not got a long record of—he is willing to put his people through
enormous challenges to maintain his control.

Do we have any sense at all that we are going to have the time
for these sanctions to actually have real effect versus the pretty re-
markable progress he has made on the nuclear front?

Ms. MANDELKER. Well, Senator, I think what you are seeing now
on the international stage, and I am seeing it in my conversations
with my partners around the globe—and, frankly, the President
has been having very constructive dialogue with our allies—is a
unity of purpose. We have never had the UNSCRs that were
passed in succession in August and then in September. It is going
to be critical to be successful to have wide-scale implementation of
those sanctions, and we also think that countries need to go over
and above the obligations that are, in fact, in those sanctions.

I think that economic pressure and diplomatic pressure, those
are the tools that we want to deploy to achieve the change in stra-
tegic calculus that we are trying to achieve. And we are putting our
maximum efforts and resources to do so.

Senator WARNER. I think we have made progress. I just worry,
Mr. Chairman, that this—it would have been great if we would
have done this, pick your number—2 years, 5 years, 10 years ago.
Thank you, Madam Secretary.

Ms. MANDELKER. Thank you.

Chairman CRrAPO. Thank you, Senator Warner. And that con-
cludes our questioning. We actually just had the vote called, so that
turns out that the timing worked out pretty well for the hearing
as well.
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Ms. Mandelker, I want to thank you again for coming before us
again, and as many of the Senators indicated, thank you for the
great work that you are doing. And in her absence, I want to thank
Susan Thornton as well for the work that is going on at State. So
State and Treasury, we do deeply appreciate your work here.

We would like to inform Senators that their questions—and
there will be further questions, I am sure, that we would ask you
to respond to in writing—that they submit those questions within
1 week, and we would ask, because we are working on a timeframe
here for the legislation we are reviewing, that you respond within
1 week as well.

Senator BROWN. And if I could add, Ms. Mandelker, the Ranking
Members of the appropriate committees that worked on the Iran
issue, on the JCPOA, have sent a letter to the Secretary of the
Treasury, the Secretary of Defense, and the Secretary of State ask-
ing if there is, in fact, evidence of noncompliance with the Iranians
with the agreement, that you let us know what it is specifically,
and I renew that request for you to share with the Treasury Sec-
retary and with the other two. And the deadline, we asked for that
answer by early October, so I would like you to follow up with that
with us, please.

Ms. MANDELKER. Thank you. I would be happy to do so. And
thank you for the hearing and our continued partnership.

Chairman CRAPO. Thank you. If there is nothing further, then
this hearing is adjourned.

[Whereupon, at 10:50 a.m., the hearing was adjourned.]

[Prepared statements, responses to written questions, and addi-
tional material supplied for the record follow:]
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PREPARED STATEMENT OF SIGAL MANDELKER

UNDER SECRETARY FOR TERRORISM AND FINANCIAL INTELLIGENCE, DEPARTMENT OF
THE TREASURY

SEPTEMBER 28, 2017

Opening

Chairman Crapo, Ranking Member Brown, and distinguished Members of this
Committee, as the Under Secretary for Treasury’s Office of Terrorism and Financial
Intelligence, I am honored to appear before you to discuss the Treasury Depart-
ment’s strategy to combat one of the gravest national security threats we face today:
the provocative, destabilizing, and repressive actions of North Korea.

Just this year, North Korea has conducted a nuclear test and multiple ballistic
missile tests, including two intercontinental ballistic missile (ICBM) tests and two
missile launches that overflew Japan. Kim Jong Un continues to utter threats
against American cities and territories and those of our allies. We are determined
to constrain Kim Jong Un’s capacity to act on such threats in the future. We must
not allow North Korea to extort the United States and our allies with its nuclear
and missile programs.

The Administration is applying maximum economic and diplomatic pressure to
counter this threat. Treasury’s tools are central to this campaign and have become
among this Administration’s top nonkinetic tools of choice. We have the unique abil-
ity to map out and target North Korea’s trade and financial networks. We are doing
so at an unprecedented pace by executing a comprehensive campaign designed to
impose maximum pressure on North Korea’s finances and economy. Today, I will
share aspects of our strategy.

Under the leadership of Secretary Mnuchin, my mandate is to make sure that we
are strategically and smartly deploying all of our economic authorities—including
sanctions, anti-money laundering (AML) measures, enforcement actions, actions
under Section 311 of the USA PATRIOT Act, foreign engagement, private sector
partnerships, among other tools—to identify and disrupt the regime’s ability to gen-
erate revenue and move funds in support of its weapons programs. I have directed
each component within the Office of Terrorism and Financial Intelligence to
prioritize the North Korea threat; to be innovative and strategic in our approach;
to assess the impact of our actions so that we adapt our strategy as circumstances
dictate; and to stay agile as we calibrate to ensure maximum impact against the
regime’s finances.

In the last 9 months, we have targeted dozens of individuals and entities facili-
tating North Korea’s weapons programs, including coal companies, banks, and indi-
viduals who help North Korea evade international sanctions. This, along with our
other actions and those of our international partners, is intended to have a signifi-
cant impact on North Korea’s ability to continue raising and moving funds.

Actions taken just this past week further illustrate our seriousness of purpose. On
September 21, the President announced a new Executive order that provides Treas-
ury with the most robust set of North Korea-related sanctions authorities yet. Exec-
utive order 13810 authorizes Treasury to impose a range of sanctions, such as sus-
pending U.S. correspondent account access to, or designating and freezing the assets
of, any foreign bank that, going forward, knowingly conducts or facilitates signifi-
cant transactions tied to trade with North Korea or certain persons blocked in con-
nection with North Korea. We can also freeze assets of anyone conducting signifi-
cant trade in goods, services, or technology with North Korea and of anyone sup-
porting North Korea’s textile, fishing, and manufacturing industries.

We are already using these new authorities to maximize our leverage. Just this
week, we took action on a number of North Korean banks and designated 26 finan-
cial facilitators acting as representatives for North Korean banks across the globe.
These individuals were part of North Korea’s ongoing attempts to evade sanctions
in order to help the regime raise and move funds. We are calling them out and
working tirelessly to put an end to this practice.

We have an incredibly dedicated team at Treasury focused around-the-clock on
countering these threats. We will not relent until the danger posed to the United
States and our allies by Kim Jong Un’s nuclear and ballistic missile programs is
eliminated.

Identifying and Targeting North Korea’s Financial Vulnerabilities

Our strategy is focused on attacking North Korea’s key financial vulnerabilities:
(i) the regime requires revenue to maintain and expand its nuclear and ballistic
missile programs, and (ii) the regime needs to move funds through the international
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financial system in order to acquire foreign currency (such as dollars and euros),
transfer funds, and pay for goods.

All components of my office are working in concert toward this objective. Under-
pinning these efforts is our ability to rely on financial intelligence and analysis.
Treasury’s Office of Intelligence and Analysis (OIA)—a member of the Intelligence
Community—provides expert analysis of North Korea’s financial networks, identi-
fying key nodes that enable us to take disruptive action and build impactful strate-
gies. The Office of Foreign Assets Control (OFAC)—the beating heart of Treasury’s
sanctions programs—tirelessly investigates and targets individuals and entities that
support North Korea’s weapons of mass destruction (WMD) and ballistic missile pro-
grams. The Financial Crimes Enforcement Network (FinCEN) exercises its informa-
tion gathering and analytical tools in novel ways to track the financial flows of
North Korean entities and front companies, and has used Section 311 of the USA
PATRIOT Act to further restrict North Korea’s access to the U.S. financial system.
The Office of Terrorist Financing and Financial Crimes (TFFC), our policy coordina-
tion office, leads our international engagement efforts to work with partner coun-
tries, thereby hardening the defenses worldwide and depriving North Korea of alter-
native financial avenues.

Our goal is to strategically and tactically choke off North Korea’s revenue sources
and safeguard the international financial system from North Korea’s illicit financial
activity.

Targeting North Korea’s Sources of Revenue

Any revenue that North Korea generates can be used to support, directly or indi-
rectly, its weapons development programs. As such, President Trump and Secretary
Mnuchin have made clear that all countries must stop trading with North Korea.
A key part of our strategy to suffocate North Korea financially is to target the re-
gime’s most profitable industries, including coal, exportation of overseas labor, and
sale of weapons and other goods.

Coal ($1 billion annually): By our estimates, prior to the latest UN. Security
Council resolutions (UNSCRs), coal exports brought in $1 billion in revenue annu-
ally for the regime. We are constricting this revenue source by targeting North Ko-
rean coal networks and the individuals and entities that support them, as well as
by working multilaterally so that other countries also sever this economic lifeline.

OFAC designations are a central part of this effort. On August 22, OFAC des-
ignated 16 individuals and entities, including three Chinese companies that are
among the largest importers of North Korean coal. We estimate that, collectively,
these companies were responsible for importing nearly half a billion dollars’ worth
of North Korean coal between 2013 and 2016. These funds are used to support the
Government of North Korea and the Workers’ Party of Korea, including its nuclear
and ballistic missile programs.

We are also working with the United Nations to dry up North Korea’s coal reve-
nues. On August 5, 2017, the U.N. implemented a full coal ban under UNSCR 2371.
Of course, the success of this and other UNSCRs depends on effective implementa-
tion. We will continue working with the State Department to engage multilaterally
and share detailed information to assist other countries in disrupting sanctions eva-
sion and illicit trade.

Exportation of Overseas Labor ($500 million a year): North Korea sends its people
to countries across the globe, many of whom work in slave-like conditions, in order
to generate revenue for the regime. Countries around the world employ North Ko-
rean overseas labor, which entails the exploitation of tens of thousands of individ-
uals. Despite toiling for long hours under squalid conditions, most of their wages
are siphoned off directly to the North Korean regime.

This is unacceptable. We must put a stop to this inhumane practice. UNSCR
2375, adopted on September 11, 2017, prevents the regime from generating revenue
for its weapons program through the exploitation of its people. We call on all na-
tions to implement their obligations and put an end to this practice. Treasury and
the State Department have actively engaged a number of countries where North Ko-
rean workers were employed, often by construction and information technology com-
panies, restaurants, textile manufacturers, and companies in other industries. And
we have used our authorities to counter this practice.

As an example, on June 1 of this year, we designated three individuals and six
entities, including the Korea Computer Center (KCC), a state-run information tech-
nology research and development center that was operating in Germany, China,
Syria, India, and the Middle East. Using overseas North Korean laborers, KCC was
earning foreign currency for North Korea’s Munitions Industry Department, which
is responsible for overseeing the ballistic missile program. On August 22, 2017,
Treasury also designated Mansudae Overseas Projects Architectural and Technical
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Services (Proprietary) Limited, which is linked to a U.S. and UN-designated entity
that has engaged in, facilitated, or been responsible for the exporting of workers
from North Korea.

Exportation of Additional Goods, Including Weapons and Missile Technologies:
Treasury is also tracking and targeting North Korea’s exports of textiles (about $800
million a year); iron, lead, and seafood (about $500 million a year); and additional
revenue from the sale of weapons and missile technologies, among other areas. On
June 29, 2017, Treasury designated Dalian Global Unity Shipping Co. Ltd., which
reportedly transports 700,000 tons of freight annually, including coal and steel prod-
ucts, between China and North Korea. According to a 2013 United Nations report,
Dalian Global Unity was actively involved in at least eight cases of luxury goods
smuggling incidents. Middlemen from Dalian Global Unity gave specific instructions
ﬁbout how shipments and transactions could evade the UN-mandated luxury goods

an.

Shipping Networks: Our targeting of Dalian Global Unity also highlights our focus
on targeting the shipping networks that enable the Kim regime to move goods in
and out of North Korea. These shipping networks engage in deceptive practices and
circuitous routes to avoid international sanctions. We are also actively increasing
our understanding of North Korea’s shipping networks, and we will expose individ-
uals and entities that are providing insurance, maintenance, or other services to
North Korean vessels. Our experience mapping and dismantling illicit shipping net-
works in the Iran context enables us to effectively target commercial shipping mov-
ing in and out of North Korea.

New authorities in the recent Executive order highlight the importance of tar-
geting North Korea’s shipping networks. The new Executive order directly targets
North Korea’s shipping and trade networks and issues a 180-day ban on vessels and
aircraft that have visited North Korea from visiting the United States. This ban also
targets vessels that have engaged in a ship-to-ship transfer with a vessel that has
visited North Korea within 180 days. The Executive order also allows Treasury to
impose sanctions on persons involved in the ownership, control, or operation of any
port in North Korea, including any seaport, airport, or land port of entry.

Countries should aggressively implement UNSCR 2375, which provides member
states new tools to stop high seas smuggling of prohibited products (e.g., conven-
tional arms, coal, textiles, seafood, etc.).

Restricting North Korea’s Access to the International Financial System

Despite our relentless efforts and many years of U.N. Security Council Resolu-
tions, North Korea continues to evade sanctions and generate and move money in
support of its WMD and ballistic missile programs. The regime accesses the inter-
national financial system through front companies and other deceptive financial
practices in order to buy goods and services abroad. We are working to map out and
untangle these complex and opaque financial webs and target those individuals and
entities that facilitate them.

Financial Facilitators: North Korea maintains representatives abroad who work
on behalf of UN- and U.S.-designated North Korean banks and trading companies,
helping North Korea conceal their overseas footprint. These operatives have exper-
tise that they use to establish front companies, open bank accounts, and conduct
transactions that enable North Korea to move and launder funds. Targeting these
financial facilitators strikes at the heart of North Korea’s ability to continue abusing
the financial system for its illicit aims. That is why earlier this week, Treasury took
action on a number of North Korean banks and designated 26 individuals who act
as representatives of North Korean banks. These representatives operate around the
world, including in China, Libya, Russia, and the United Arab Emirates. We call
on all countries that host these representatives to expel these individuals.

Foreign Banks: Banks that facilitate North Korean illicit financial activity are an-
other key node that we are focusing on. In my first week on the job, Treasury acted
for the first time in over a decade against a non-North Korean bank for facilitating
North Korean financial activity through the U.S. financial system. On June 29,
2017, pursuant to Section 311 of the USA PATRIOT Act, FinCEN found China-
based Bank of Dandong to be of “primary money laundering concern” and issued a
notice of proposed rulemaking, the finalization of which would essentially sever
Bank of Dandong’s access to the U.S. financial system.

Bank of Dandong is believed to have acted as a financial conduit for North Korea
to access the U.S. and international financial systems, including by facilitating mil-
lions of dollars of transactions for companies involved in North Korea’s WMD and
ballistic missile programs. FinCEN assesses that at least 17 percent of Bank of
Dandong customer transactions conducted through the bank’s U.S. correspondent
accounts from May 2012 to May 2015 were conducted by companies that have
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transacted with, or on behalf of, U.S.- and UN-sanctioned North Korean entities, in-
cluding designated North Korean financial institutions and WMD proliferators.

FinCEN also exercised its Section 311 authority in 2016 to identify the entire ju-
risdiction of North Korea as a primary money laundering concern. Under this au-
thority, FinCEN imposed a rule prohibiting U.S. banks from maintaining cor-
respondent accounts with North Korean banks, and requiring U.S. banks to under-
take special due diligence to ensure that North Korean financial institutions do not
access the U.S. financial system indirectly through banks in other countries.

Banks worldwide should take note that we are acting to protect the U.S. financial
system from North Korean illicit financial activity. The new authorities granted to
the Treasury Department by the Executive order issued last week give us even
greater ability and leverage to target foreign banks that support the Kim regime.
We now have the ability to suspend correspondent account access to, or designate
and freeze the assets of, any foreign financial institution that knowingly conducts
significant transactions in connection with any trade with North Korea or on behalf
of any North Korea-related designated person. These new financial sanctions will
be forward looking, and will apply to behavior that occurs following the date of the
Executive order. These types of sanctions were used to great effect in the Iran con-
text, and present a stark choice to banks around the world.

Interagency Collaboration: At Treasury, we work in close partnership with other
departments and agencies, including those within the Intelligence Community, the
Defense Department, the Justice Department, the State Department, the Depart-
ment of Homeland Security, and the Commerce Department. This Administration’s
maximum pressure campaign requires that we collaborate closely to detect and dis-
rupt evasive tactics by North Korea.

As just one example, Treasury has been working closely with the U.S. Department
of Justice (DOJ) to disrupt the ability of a Chinese coal company, Dandong Zhicheng
Metallic Co., to launder money for North Korea. The Dandong Zhicheng case per-
fectly illustrates North Korea’s evasive tactics. Dandong Zhicheng imported coal
from North Korea, brokered the sale of this coal around the world, and moved the
proceeds from these coal sales into its front company accounts. North Korea subse-
quently sent payment instructions to Dandong Zhicheng for items the regime want-
ed to purchase from foreign suppliers, and Zhicheng used its front companies and
the proceeds from the brokered North Korea coal sales to purchase the items that
North Korea wanted. Once the front companies had executed the payments, the for-
eign suppliers shipped the items to the North Korean regime. These items included
bulk commodities (sugar, rubber, petroleum products, soybean oil), cell phones, lux-
ury items, and dual-use technology. By using a front company outside of North
Korea to help it to sell and buy goods, the regime was able to make and spend
money on goods that indirectly or directly support its weapons programs. As part
of our disruptive activities, on August 22, 2017, Treasury designated Dandong
Zhicheng, and on the same day, DOJ filed a complaint to seize more than $4 million
related to the company.

Public-Private Partnerships: The private sector also plays an essential role in
identifying and disrupting illicit North Korean financial activity. The safeguards
that our banks put in place, and the information they provide us about terrorist fin-
anciers, proliferators, and criminals, is what helps prevent malign actors from abus-
ing our financial system. In this case, information provided by U.S. banks has been
critical to our efforts to map out and disrupt the illicit financial networks upon
which North Korea relies.

We are enhancing the ways that we communicate with our banks and how they
communicate with each other. We are sharing information with U.S. financial insti-
tutions in a more targeted manner in order to facilitate a more dynamic and
iterative dialogue between the public and private sectors. We also encourage banks
to share information with each other under Section 314(b) of the USA PATRIOT
Act, which provides banks with safe harbor when sharing certain information. This
is particularly important when combating North Korean illicit financial activity,
where a single network can cut across multiple institutions.

Two weeks ago, while in Europe, I held roundtable meetings in London, Paris,
and Berlin with global banks to discuss the urgent threat posed by North Korea and
to share with them typologies that they can use to identify and stop the illicit flow
of North Korea’s finances. We discussed the aggressive measures that we in the
United States have taken to protect our U.S. banks, and what else European banks
could be doing to ensure that they are not unwittingly clearing euro transactions
for North Korean representatives and their enablers.
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International Cooperation

The success of Treasury’s strategy to maximize pressure on North Korea also de-
pends on close collaboration with international partners. In the last 2 months, our
Administration worked with other Permanent Members of the Security Council to
unanimously pass U.N. Security Council Resolutions 2371 and 2375. Both strike at
the core of North Korea’s revenue generation and include embargoes on all importa-
tion of North Korean coal, iron, lead, seafood, and textiles. They also restrict North
Korea’s ability to acquire revenue from overseas laborers, cut off over 55 percent of
refined petroleum products going to North Korea, and ban all joint ventures with
North Korea to cut off foreign investments.

But UNSCRs should be the floor, not the ceiling. Despite years of increasingly re-
strictive UNSCRs, North Korea has been able to generate the revenue it needs to
make progress toward the goal of building a nuclear-tipped intercontinental ballistic
missile. As both the U.N. and the U.S. sanctions regimes expand, North Korea re-
mains adept at sanctions evasion. All nations must join in implementing and rigor-
ously enforcing U.N. Security Council Resolutions. We are keeping close track of
North Korea’s trading partners, and we will not hesitate to act when we believe we
must take additional measures to stop the flow of funding.

Our strong bilateral and multilateral partnerships are critical in ensuring that
this is a global effort. When I was in Europe, I also discussed with our European
allies how we can increase our collective pressure so that no person or entity that
facilities North Korean financial activity has a safe place to operate. I stay in close
contact with my European counterparts and continue to share information about
North Korean illicit finance so that they can identify the activity themselves and
take their own disruptive actions.

We are also working closely with partners in Asia. In particular, we appreciate
the efforts of Japan and South Korea to match our actions with actions of their own.
Following one of our actions this past August, Japan issued its own domestic des-
ignations on some of the same persons, and South Korea issued a public advisory
cautioning all South Korean nationals from conducting financial transactions with
the U.S. designated individuals and entities. These types of joint actions maximize
the impact of our collective efforts to pressure North Korea. We are also pleased
that, this year, Australia expanded its sanctions programs to target additional sec-
tors of the North Korean economy.

China and Russia are to be recognized for supporting adoption of the most recent
U.N. Security Council Resolutions. Nevertheless, both countries can do much
more—and with greater urgency—to implement and enforce the sanctions called for
by the United Nations. Their enforcement and pressure are critical to stopping the
North Korean threat.

Finally, we work through multilateral fora such as the G7 and the Financial Ac-
tion Task Force to ensure that countries have the regulatory frameworks in place
to detect and freeze assets linked to North Korea. Kim Jong Un must realize that
he faces a united international front.

Partnership With Congress

I want to emphasize the importance we place on working with Congress to combat
the threat posed by North Korea. I am grateful for the Committee’s work to counter
the threats we face and for your great appreciation of the importance of imposing
maximum economic and financial pressure on North Korea. I look forward to work-
ing with this Committee and other Members of Congress as we seek to fulfill our
shared responsibility to keep Americans safe and secure.

Conclusion

We all recognize that time is not on our side. Treasury is pursuing this pressure
campaign against North Korea with utmost urgency. Our success in curtailing
North Korea’s revenue streams and severing its access to financial systems is essen-
‘cia&1 to a peaceful resolution of this growing crisis. We will not yield until our work
is done.

PREPARED STATEMENT OF SUSAN A. THORNTON

ACTING ASSISTANT SECRETARY, BUREAU OF EAST ASIAN AND PACIFIC AFFAIRS,
DEPARTMENT OF STATE

SEPTEMBER 28, 2017

Introduction
Chairman Crapo, Ranking Member Brown, and Members of the Committee:
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Thank you for the opportunity to appear before you today for this timely hearing
on North Korea. Thank you also for your attention to the North Korea threat and
our active policy response to it.

By now, it should come as no surprise that the Administration recognizes North
Korea’s nuclear and ballistic missile program as the paramount security threat fac-
ing the United States today. We have been exceedingly vocal in our efforts to compel
the Kim Jong-Un regime to adjust its strategic calculus and cease its belligerent
pursuit of nuclear weapons. This is for good reason.

Today, we face a North Korea that has demonstrated an unwavering determina-
tion to achieve an Intercontinental Ballistic Missile (ICBM) capable of delivering a
nuclear payload to our homeland. Each North Korean missile launch and nuclear
test furthers Pyongyang’s weapons program. The DPRK’s multiple ballistic missile
launches this year—including two inaugural ICBM launches—and its sixth nuclear
test earlier this month bring the regime closer to its objective. North Korea con-
tinues to make incendiary threats against Guam and our treaty allies the Republic
of Korea (ROK or South Korea) and Japan. We take those very seriously. Let me
emphasize that we continue to stand with our allies, in particular Japan and South
Korea, in the face of this escalating threat, and are fully committed to defending
Japan and South Korea with the full range of U.S. military capabilities.

It is clear that we cannot allow such flagrant violations of international law and
regional order to continue.

Through clear, decisive actions, we must hold Pyongyang to account.

Our maximum pressure campaign does just that. This strategy employs all avail-
able levers of economic and diplomatic pressure on North Korea to make the Kim
regime’s adherence to its current behavior politically painful and financially unten-
able, in order to compel it to revise its strategic calculus.

As an example, last week’s Executive order greatly broadened our authority to
target any foreign financial institutions that facilitate significant transactions in
connection with North Korean trade. Among other new authorities, this action puts
financial institutions on notice going forward that they can choose to do business
with the United States, or with North Korea, but not both. We understand that this
action has the potential to make countries, including China and Russia, uneasy, but
we view it as the only logical step as we increase pressure on North Korea. We call
on all countries to join us in cutting all trade and financial ties with North Korea.

Our Pressure Campaign
Our pressure campaign centers around three actions:

(1) Pressing for strong multilateral sanctions at the U.N. in response to North Ko-
rea’s reckless behavior. Recently, the U.N. Security Council unanimously adopted
the toughest two resolutions ever to target the DPRK. UNSCRs 2371 and 2375 have
slashed DPRK exports, including full bans on textiles, coal, iron, and seafood. Cu-
mulative U.N. sanctions to date will deny the DPRK $2.4 billion in annual trade
revenue if properly implemented by all Member States.

(2) Galvanizing international action through diplomatic outreach. Secretary
Tillerson has made the DPRK a key issue in every engagement with leaders and
ministers around the world. That high-level message from the Secretary is aggres-
sively reinforced by our Ambassadors in capitals everywhere and in meetings at
every level. In daily diplomatic engagements with partner countries, we press them
to cut off the sources of DPRK financial support, interdict WMD and arms-related
shipments, and end North Korea’s ability to abuse commercial shipping, banking,
and other commercial nodes to violate, evade, and undermine our sanctions. We ex-
pect all countries, at a minimum, to fully implement UNSCRs, and we press them
to take additional actions measures to put diplomatic and economic pressure on
Pyongyang.

(3) Maximizing our domestic authorities—including last week’s Executive order—
to target North Korea’s global proliferation and financial networks through actions
focused on individuals and entities that support the regime’s ability to acquire rev-
enue in support of its unlawful weapons and proliferation programs. In close coordi-
nation with our counterparts in Treasury, we have sent a clear message across the
globe that we will not hesitate to take action where the evidence shows that individ-
uals and entities are enabling the DPRK’s unlawful activities.

Our pressure campaign is aimed at bringing the DPRK back to negotiations on
the denuclearization of the DPRK. We also stand ready to respond to any acute
threat from the DPRK. We are fully committed to the defense of the United States
and our allies, and are ready to respond to any DPRK attack. We have deployed
THAAD to the ROK and continue to take other measures to prepare
ourselves, South Korea, and Japan to respond to a DPRK attack with force. We are
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unequivocal in our messaging to North Korea that any attack on the United States
or our allies will be met with an overwhelming response.

Throughout the execution of this strategy, we have been clear about what our
strategy is not: We are not seeking regime change or collapse. We do not seek an
accelerated reunification of Korea, nor an excuse to garrison troops north of the Ar-
mistice Agreement’s Military Demarcation Line. We have no desire to inflict harm
on the long-suffering North Korean people, whom we view as distinct from the hos-
tile regime in Pyongyang.

We recognize that the success of the pressure strategy will depend on heavy co-
operation from international partners, especially Beijing. We are working closely
with China to execute this strategy and are clear-eyed in viewing the progress—
growing, if uneven—that China has made on this front. We are encouraged by Chi-
na’s agreement to adopt sanctions of unprecedented strength on North Korea at the
United Nations. Our task now is focused on ensuring that these internationally
binding obligations are implemented in full; and to convince China’s leaders to more
fully exert its still considerable leverage over the Kim regime.

Secretary Tillerson said it best when he called China’s support for the pressure
campaign “notable, but uneven,” though we have recently seen Chinese authorities
take additional actions. We will work with China and Russia on the threat posed
by North Korea and will continue to engage in a dialogue on how to further pressure
the DPRK. We have also made clear that if China, Russia, and others do not act,
we will use the tools we have at our disposal. While our actions are not meant to
target countries other than North Korea, we have consistently told our foreign coun-
terparts that we will continue to act multilaterally and unilaterally to disrupt North
Korea’s illicit activities wherever they are located.

Signs of Progress

While there is more work to do, we have achieved notable results from our max-
imum pressure campaign to date:

e The international community was unanimous in condemning recent DPRK
provocations. All U.N. Security Council members voted to condemn DPRK ac-
tions, and almost all G-20 members publicly condemned the DPRK.

e Since the beginning of the Trump administration, more than 20 countries have
acted to restrict DPRK diplomatic activities. Mexico, Peru, Spain, and Kuwait
recently announced the expulsion of their resident DPRK Ambassadors.

e Bans on the DPRK’s exports of commodities continue to deprive the regime of
valuable export revenues previously utilized to support its proscribed weapons
program. Most notably, since China’s ban of coal imports in February, the
DPRK has forfeited over $690 million in revenue from coal exports at current
market prices.

e We have convinced U.N. Security Council members and other countries to take
action to end the practice of employing DPRK laborers overseas, which provides
a key revenue stream to the government and often involves serious human
rights abuses. Countries in the Middle East, Europe, and Southeast Asia halted
visa issuances to North Korean laborers and are phasing out the use of these
workers, whose wages are garnished to fund the regime and its unlawful nu-
clear and missile programs.

e The most recent UNSCR bans the issuance of new work visas to DPRK labor-
ers; several countries, including Kuwait, Qatar, Malaysia, and Malta, took ac-
tion recently to end the practice. Poland is the only EU country still hosting
significant numbers of DPRK laborers. The vast majority of DPRK laborers re-
maining outside of North Korea are in either China or Russia.

e Other countries have recognized that U.N. sanctions are not enough and have
adopted additional autonomous measures—including the European Union, Aus-
tralia, ROK, Japan, and Latvia. Pakistan issued an official government notice
prohibiting its companies from engaging with U.S. sanctioned persons. Other
countries, such as the ROK, Australia, and Japan, have implemented their own
unilateral sanctions on individuals and entities violating U.N. sanctions.

e Key European partners, particularly the United Kingdom, France, and Ger-
many, are collaborating with us on maximizing pressure on the DPRK.

e We have seen countries expel sanctioned North Korean officials and North Ko-
rean diplomats engaged in illicit commercial or arms-related activities, and
many countries have adopted measures to prevent certain North Korean indi-
viduals from entering or transiting their jurisdictions. State has also engaged
in a sustained effort to shut down illicit DPRK shipping activities, which the
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Kim regime could use to move illicit cargoes or procure items for its prohibited
nuclear and missile programs.

e Across the globe, countries are beginning to view visiting North Korean official
delegations with caution, recognizing that welcoming these delegations not only
lends tacit support to North Korea’s nuclear and ballistic missiles programs, but
comes at a cost to their international reputation and relations with the United
States and others.

Next Steps

Unfortunately, despite the international community coming together to pressure
the DPRK, we have yet to see a notable change in DPRK’s dangerous behavior, or
any signs that it is willing or interested in serious talks on denuclearization at this
stage. That simply means we must increase the pressure and isolation. If the DPRK
indicates an interest in serious engagement, and ends its missile and nuclear tests,
we will explore that option, but we will do so with a clear view about the DPRK’s
track record of violating the spirit and the letter of negotiated agreements and com-
mitments.

We are sincere in our intent to assist the DPRK government in achieving peace,
prosperity, and international acceptance. However, absent a tangible change of in-
tent from Pyongyang, we will continue our full-court press approach to diplomati-
cally and financially isolate the DPRK.

We will continue to make clear to Pyongyang that a better alternative to bellig-
erence, poverty and isolation exists, but that the regime will need to make that
choice. We will continue to urge countries around the world to take actions to under-
score to the DPRK that its behavior is intolerable, and we will continue to build
pressure.

We appreciate the strong interest in this issue from Congress, and we look for-
ward to continuing our cooperation. Thank you for inviting me to testify today. I
am pleased to answer any questions you may have.



RESPONSE TO WRITTEN QUESTIONS OF SENATOR MENENDEZ
FROM SIGAL MANDELKER

Q.1. In your testimony you note the United States invoked Section
311 on the Bank of Dandong. Can you discuss the effectiveness of
sanctions—a different tool than the PATRIOT Act—that target spe-
cific Chinese banks and companies? In what ways can the United
States employ more concerted pressure? Are you considering sanc-
tioning other Chinese banks that provide a lifeline to the North Ko-
rean regime?

A.1. Treasury is deploying a maximum financial pressure campaign
on North Korea. On September 21, the President announced new
Executive Order (E.O.) 13810, which allows Treasury’s Office of
Foreign Assets Control (OFAC) to target, among others, any foreign
financial institution that knowingly conducts or facilitates signifi-
cant transactions tied to trade with North Korea or certain des-
ignated persons. Foreign financial institutions are now on notice
that, going forward, they can do business with the United States
or with North Korea, but not both. Through our bilateral engage-
ments we know from governments and financial institutions that
Treasury’s new authorities are having an impact. They recognize
the power of Treasury’s tools and have received a clear message
that we stand ready to aggressively enforce these authorities. In
addition, E.O. 13810 allows OFAC to sanction a broad new range
of actors, such as persons who engage in significant trade in goods,
services, or technology with North Korea. Treasury used E.O.
13810 on September 26 when OFAC designated eight North Ko-
rean banks and 26 individuals linked to North Korean financial
networks.

In addition to clearly signaling that we will aggressively enforce
these authorities, these actions will further constrain North Korea’s
ability to access the international financial system. For example,
two of the China-based persons who were designated were
operatives for Office 39, a secretive branch of the North Korean
government that manages slush funds and raises revenue for
North Korea’s leadership. Likewise, a Dubai-based representative
who was designated was responsible for collecting funds from
North Korean workers and hand carrying the funds back to
Pyongyang. Treasury’s steps to expose these financial practices and
individuals are vital to robbing North Korea of the few individuals
it trusts to operate outside of North Korea. We will continue to use
our authorities to disrupt these activities.

Q.2. Despite prohibitions, we know that North Korea actively ex-
ports weapons to a variety of actors throughout the world. These
sales in turn contribute to North Korea’s ability to access foreign
capital. How can the international community do a better job of
tracking these weapons’ sales?

(35)
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A.2. T would refer your question about the tracking of weapons to
the Intelligence Community.

Regarding North Korea’s ability to access foreign capital from
such sales, we are monitoring North Korea’s activities and will con-
tinue to take action to implement our powerful economic authori-
ties. For example, on March 31, Treasury designated three over-
seas North Koreans who were involved in North Korea’s military-
related sales. Two were based in China and one was operating in
China.

More broadly, Treasury has focused on cutting North Korea off
from the revenue it needs to maintain and expand its WMD and
ballistic missile programs. North Korea raises money not just from
exporting weapons but also from exporting missile technology, coal,
iron and iron ore, overseas labor, seafood, and even bronze statues.
Treasury is working to target all sources of revenue, anywhere
North Korea earns money.

In the last 9 months, we have targeted dozens of individuals and
entities involved in raising funds for North Korea. For example:

e On June 1, Treasury designated the Korea Computer Center,
a state-run IT research and development center that was oper-
ating in Germany, China, Syria, India, and the Middle East.
Using overseas North Korean laborers, KCC earned foreign
currency for North Korea’s U.S.- and UN-designated Munitions
Industry Department, which is responsible for overseeing
North Korea’s ballistic missiles.

e On August 22, Treasury designated three Chinese coal compa-
nies collectively responsible for importing nearly half a billion
dollars’ worth of North Korean coal between 2013 and 2016.
North Korea used these funds to support the Government of
North Korea, the Workers’ Party of Korea, and the revenue
may also have benefited North Korea’s nuclear or ballistic mis-
sile program.

RESPONSE TO WRITTEN QUESTIONS OF SENATOR MENENDEZ
FROM SUSAN A. THORNTON

Q.1. One major concern on a global level is North Korea’s sharing
and transferring of nuclear technology. North Korea has success-
fully subverted sanctions and export and import controls, often
through falsely flagging cargo ships: What steps has the inter-
national community taken since March to more rigorously monitor
and control North Korean shipping vessels? What steps can be
taken to ensure that all countries are complying with stricter con-
trols the U.N. Security council passed in March? Where are the
weakest links in the system?

A.l. In August and September 2017, the U.N. Security Council
adopted two new resolutions imposing the strongest sanctions on
North Korea to date. In terms of provisions specific to shipping,
resolution 2371 (adopted 5 August 2017) authorizes the UN’s 1718
Committee to designate for a port ban vessels that have been in-
volved in activities prohibited by the U.N. Security Council resolu-
tions (UNSCRs) on the DPRK. A list of ships for inclusion in such
a port ban is under consideration at the United Nations, and we
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continue to engage with the U.N. on designating additional ships.
The resolution also clarifies measures set forth in last year’s reso-
lution 2270 that require U.N. Member States to prohibit any enti-
ties or persons subject to their jurisdiction from owning, leasing,
operating, or chartering any DPRK-flagged vessel. Previous resolu-
tions also require Member States to prohibit any entities or per-
sons subject to their jurisdiction from providing any sort of classi-
fication, certification, or insurance service to such vessels, and obli-
gate Member States to de-register any vessel owned, operated, or
controlled by the DPRK—and also prohibit another Member State
re-registering such a vessel.

Resolution 2375 (adopted 11 September 2017) includes maritime
interdiction measures that call on all Member States to inspect ves-
sels on the high seas, with the consent of the flag state, when a
Member State has information that provides reasonable grounds to
believe that a vessel contains prohibited cargo; if the flag state does
not consent, the Member State shall direct the vessel to a suitable
port for inspection. In addition, the resolution calls on Member
States to cooperate with such inspections. If such vessels and their
respective flag states fail to cooperate, the 1718 Committee is di-
rected to consider designating the vessels making them subject to
various measures, including a port ban and asset freeze. Resolution
2375 further requires Member States to prohibit anyone subject to
their jurisdiction from facilitating or engaging in ship-to-ship trans-
fers that involve DPRK-flagged vessels.

Over the past year, the Department of State, with strong inter-
agency support, has conducted multiple rounds of engagement with
many countries seeking to provide any sort of service to, or to be
the jurisdiction of record for a company owning, a DPRK-associated
vessel. This outreach has included engagement with ship owners,
flag registries, and providers of insurance and classification serv-
ices. The Department has also increased similar pressure on any
countries with jurisdiction over ships visiting the DPRK or engag-
ing in any UN-prohibited export of DPRK-origin materials such as
coal. The DPRK has developed a variety of deceptive practices to
evade this pressure, and we continue to work bilaterally with key
countries on the receiving end of these practices. We have
prioritized engagement with the likely and historical port states
that receive DPRK-associated ships to make sure they are aware
of their U.N. obligations as well as the deceptions that the DPRK
is employing. We have provided these countries with a list of ap-
proximately 250 DPRK-flagged and DPRK-owned vessels and have
recommended that they add these vessels to their watch lists for
denial of port entry. We consistently stress during our bilateral se-
curity dialogues with partners the necessity of fully implementing
the tough measures directed in the relevant U.N. resolutions, and
we believe that many are realizing the seriousness of the issue and
taking action. When we have information on specific shipments or
ship-to-ship transfers taking place, we notify countries involved as
soon as possible to ensure they terminate any association with the
activity. Our engagement is paying off. For instance, we have seen
several countries publicly announce investigations and the de-reg-
istration of DPRK-associated vessels, while other countries have
taken such actions privately.
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Q.2. Despite prohibitions, we know that North Korea actively ex-
ports weapons to a variety of actors throughout the world. These
sales in turn contribute to North Korea’s ability to access foreign
capital: How [can] the international community do a better job of
tracking these weapons’ sales?

A.2. Disrupting North Korea’s arms sales and depriving Pyongyang
of the revenue generated from these exports is an important com-
ponent of the President’s maximum pressure campaign. The De-
partment of State, in coordination with other U.S. Government de-
partments and agencies, as well as our international allies and
partners, is working aggressively to detect and interdict or disrupt
suspected North Korea’s arms transfers and to sever the under-
lying political and commercial relationships from which they result.

The best way to improve the tracking and interdiction of DPRK
arms transfers is for all states to strengthen implementation of rel-
evant United Nations Security Council resolutions (UNSCRs). Mul-
tiple UNSCRs prohibit Member States from importing any North
Korean arms or related materiel or contracting with North Korea
for any support, assistance, refurbishing, manufacturing, or serv-
ices related to arms or related materiel. In addition to the specific
restrictions on arms cooperation, the Security Council has also des-
ignated over 100 individuals and entities, including many involved
in North Korea’s arms export enterprise. States have a binding
legal obligation to robustly implement these sanctions by freezing
the assets and stopping the activities of these entities and individ-
uals, as well as those acting for or on their behalf, in their jurisdic-
tions.

To assist states in these efforts, the U.N. Security Council estab-
lished the Panel of Experts (POE), pursuant to resolution 1874.
The POE is charged with monitoring UNSCR implementation and
investigating violations, as well as scrutinizing and publicizing
North Korea’s arms transfers and client base. While the DPRK has
long engaged in deceptive practices to hide its illicit WMD and con-
ventional arms proliferation and related revenue-generating activi-
ties, POE investigations, supported by U.N. Member States, expose
violations and support implementation by highlighting how North
Korea’s arms brokers are adapting to sanctions and holding North
Korea’s arms clients accountable for violating the resolutions. The
United States strongly supports the efforts of the POE in this re-
gard and urges all other states to cooperate with its efforts.

We are available to provide additional details on our efforts to
disrupt North Korea’s arms exports in a classified setting.

Q.3. We've seen some mixed messaging from the Administration on
the role of the United Nations in countering North Korean aggres-
sion:

Is China a partner in developing and more importantly imple-
menting U.N. Security Council resolutions that aim to curb North
Korea’s malign activities? Where are the United States’ best lever-
age points in the United Nations to counter North Korean aggres-
sion? Outside the United Nations, what other international or
multilateral fora could we use to best counter North Korean
aggression?
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A.3. The U.N. Security Council continues to play a central role in
reinforcing the strategy of maximum pressure that we have sought
to bring to bear in countering the Democratic People’s Republic of
Korea’s (DPRK) continued development of its unlawful nuclear and
ballistic missile programs. The success of this strategy will heavily
depend on cooperation from key international partners, especially
Beijing. We are working closely with China to implement this
strategy and are clear-eyed in viewing the progress—growing, if
uneven—that China has made on this front. Overall, we have been
encouraged in recent months by China’s agreement to support two
new sanctions resolutions of unprecedented strength on North
Korea at the United Nations.

Since China’s ban of coal imports in February, the DPRK has for-
feited over an estimated $805 million in revenue from coal exports
at current market prices. On August 14, the Chinese government
issued a notice announcing a comprehensive ban on the import of
coal, iron, iron ore, lead, and lead ore from DPRK effective August
15 in compliance with UNSCR 2371, as well as on the export of pe-
troleum following the adoption of UNSCR 2375. Regional Chinese
authorities have also tightened restrictions on the import of seafood
coming from the DPRK after the adoption of UNSCR 2371.

We will continue to work with China on the threat posed by the
DPRK and will continue to engage in a dialogue on how to further
apply pressure. Our task now is focused on ensuring that inter-
nationally binding obligations are implemented in full, and on con-
vincing China to take additional action to exert its unique leverage
to compel Pyongyang to return to negotiations. We have also made
clear that if China, Russia, and others do not act, we will use the
tools we have at our disposal, and that all options are on the table.
While our actions are not meant to target countries other than the
DPRK, we have consistently told our foreign counterparts that we
will continue to act multilaterally and unilaterally to disrupt the
DPRK’s illicit activities wherever they are located.

We have stressed to our international partners that U.N. sanc-
tions resolutions should be the floor, rather than the ceiling, of the
actions countries should take in order to affect change in the
DPRK, and our pressure strategy continues. The results have been
promising. Since the beginning of the Administration, more than 20
countries have acted to restrict DPRK diplomatic activities. Several
other countries have adopted autonomous sanctions measures
against the DPRK, including the European Union, Australia, ROK,
Japan, Latvia, and Singapore. Pakistan issued an official govern-
ment notice prohibiting its companies from engaging with individ-
uals sanctioned under U.S. domestic authorities. The United States
has also engaged in a sustained effort to shut down illicit DPRK
shipping activities, which the Kim regime could use to move illicit
cargoes or procure items for its prohibited nuclear and ballistic
missile programs. We facilitated public identification by the 1718
Committee of four vessels for a port entry ban due to the vessels’
involvement in activities prohibited under the resolutions, and con-
tinue our efforts to see that any other vessel involved in such ac-
tivities is similarly listed.

Diplomatically, we have seen increasing numbers of countries
expel sanctioned North Korean officials and North Korean
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diplomats engaged in illicit commercial or arms-related activities,
and many countries have adopted measures to prevent certain
North Korean individuals from entering or transiting their jurisdic-
tions. Across the globe, countries are beginning to view visiting
North Korean official delegations with caution, recognizing that
welcoming these delegations not only lends tacit support to North
Korea’s nuclear and ballistic missiles programs, but comes at a cost
to their international reputation and relations with the United
States and others. We will continue to raise the need to counter the
threat from the DPRK’s weapons of mass destruction and delivery
programs across all appropriate international and multilateral fora
as part of the Administration’s maximum pressure strategy.
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ADDITIONAL MATERIAL SUPPLIED FOR THE RECORD

LisT oF DPRK SANCTION VIOLATORS SUBMITTED BY SENATOR VAN HOLLEN
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